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Goal of Presentation AN LS

- Show how we have used Cameo Enterprise Architect (CEA) to
perform Functional Analysis on DHS supplied National Critical
Functions (NCFs) as an innovative use of MBSE Tools

- Talk about impact of this work and next steps
* Invite your assistance In this effort

MBSE
Lightning
Round

Ip"_)S DASSAULT

SUSTEMES



DHS Model Team & Project Context

INCOSE DHS Model Team

Tony Adebonojo (Team Leader)

Dan Eisenberg (WG Chair)

Kirk Moen (Lead SE Multiple Projects)

Ken Heck (Retired Boeing)

John Juhasz (Telepath, Inc)

Howard Lykins (Resilient Hospitals Team Lead)
Dr. Vijay Thukral (Cientive Group)

System of Interest (SOI)

SUSTEMES
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e DHS 16 Sectors

SO Ul B WD

Chemical Sector
Commercial facilities Sector
Critical manufacturing

Dams Sector

Defense Industrial base
Emergency Services Sector
Energy Sector

Financial Services Sector
Food & Agriculture Sector

. Government Facilities Sector

. Health Care & Public Health Sector
. Information Technology Sector

. Nuclear Sector

. Telecommunications Sector

. Transportation Sector

. Water and Wastewater Sector
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References Used -

0 DHS 2015/2016 Sector Specific Plans (SSPs) x 16

Chemical Sector, Commercial Facilities Sector, Critical Manufacturing

« Dams Sector, Defense Industrial Base (DIB)

« Emergency Services Sector, Energy Sector, Financial Services Sector

« Food & Agriculture Sector, Government Facilities Sector

« Health Care & Public Health Sector, Information Technology Sector

* Nuclear Sector, Telecommunications Sector, Transportation Sector, Water and
Wastewater Sector

« National Infrastructure Protection Plan (NIPP) 2013

« Presidential Policy Directive 21 (PPD-21) (2013)

- National Critical Functions - Status Update to Critical Infrastructure
Community on NCFs July 2020

« National Critical Functions - Status Update to Critical Infrastructure
Community on NCFs Dec 2021 -~ .

* https://www.cisa.gov/cisa/infrastructure-data-taxonomy Lightning
* For Infrastructure Data Taxonomy (IDT) Round
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https://www.cisa.gov/2015-sector-specific-plans
https://www.cisa.gov/national-infrastructure-protection-plan
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.cisa.gov/sites/default/files/publications/ncf-status-update-to-critical-infrastructure-community_508.pdf
https://www.cisa.gov/sites/default/files/publications/2021_ncf-status_update_508.pdf
https://www.cisa.gov/cisa/infrastructure-data-taxonomy
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DHS SysML Model Project Goals/Status @.\

Goal 1: Integrated Block Diagram of all 16 sectors (Done)

» Document integrated model down to level in Sector Specific Plans (SSPs)

» "Types” allow for further analysis (stadiums as example to facilitate risk identification and
interdependencies)

Goal 2. Sector Interdependencies (Mid Year Demo)

» Lifeline functions and “common” interdependencies already documented in SSPs
Goal 3: Sector Risks (Diagram Started)

» Tree diagram of all risks types created in model and linked to each element of 16 sectors that they
impact

Goal 4: National Critical Functions (NCF) (Example Decomposed Oct 2021)

» Capture and decompose all NCFs (TBD)
Goal 5: Publish Model Results to HTML website (Demo Available)

* NB: Discovery of Infrastructure Data Taxonomy (IDT) led to meetings with DHS (Nov 21) ﬂ:ﬁﬁ,ing
Round
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SysML Model

of Food and Agriculture Sector

[ bdd [Package] Food and Agncutture Sector | Food and Agncuture Sector | |

CIPR User Interface Disgram

i
«blocks «bbocks [ wblocks
Supply Reckeping & |Agricuttural & Food Product Storage
¥ [
T bocks | <blocks |
» Crop Production t - Animal Food Manufacturing «eid
e Bulk Food Sto}
biccks | ablocs
Animal Production | Grain & Oilsced Milling
ablocks
rrns i Sugar & Confectionary Products Manufacturing
% Forestry ‘ -
ablocks
FruitVegetable Preserving, Specialty
Food Manufacturing Facilities
«biocks
1 ishing ‘
sblocks
Dairy Product Manutacturing
Processed|
g
ablocks
Animal Slaughter & Processing Facilities
[ <blocks

1 Seafood Product Processing

!
|

4
eblocks

|
!Mriculturue & Food Product Transportation

h_.

[

Road Transportation of Agncuiture & Food Products |

«blocks

r

xbiocks

‘}R&il Transport of Food and Agriculture Products

|

—

|
i

sbhiock>

Maritime Transport of Food and Agriculture Products

«blocks

> Air Transport of Food & Agricufture Products

ablocks.
Agriculture & Food Supporting Facilitics

ablocks
Chemical

ablocks !
y Chemical

ablocks
Farm Food Wholesalers

ablocks ]
——— Farm Supply Retail

sblocks ‘

Veterinary Services

Agricultural Testing Labs ‘

ablocks.
" Agricuttural & Food Research J

sblocks

Reguulatory Oversight and Industry Orgs

’{rmm Agriculture & Food Agencies |

| ‘sblocks
1 USDept Agriculture (USDA)

[ ablocks
Food and Drug Admin (FDA)

sblocks
* State, Local, Regional Agriculture & Food Agencies

eblocks
Agriculture & Food Industry Associations

blocks
& Food
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What are National Critical Functions (NCFs

National Critical Functions (NCFs) are functions of
government and the private sector so vital to the United
States that their disruption, corruption, or dysfunction
would have a debilitating effect on security, national

economic security, national public health or safety, or any

combination thereof.
Source: July 2021 Update to Cl Community on NCFs

55 NCFs — They are
National, Regional, Local

SYSTEMES W ot

p?S DHSEHULT L Hecutiv;hgiﬁer 13865

«blocks

National Cyber Strategy
(2018)

£

And Hybrid in Nature e J

ablocks
National Critical Function (NCF)

pans
connect NCF : Connect National Critical Function

distribute MCF : Distribute National Critical Function (NCF}

manage MCF : Manage Maticnal Critical Functions (MCF)

supphy NCF : Supply National Critical Functions (NCF)

[#]

T
|
|

«traces
References
. |

wblocks
Executive Order 13905
(Responsible PNT Use)
(Feb 2020)

atraces
IReferences

wblocks

Executive Order 13873
(Securing IT Supply Chain)
(May 2018}

{
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Definition of Top Level NCFs ;;SEEEEE%—L;

ivity] Manage NCFs[ Manage NCFs ])

Manage National Critical Functions (NCFs)

Connect (9) Connection Technologies thatenable | _.®& I e rerctons i
critical communications and capabilities to send _ [
and receive data (e.g., internet connectivity)  conteens |
Distribution (9) Distribution Methods that allow S S
the movement of goods, people, and utilities and Sevioes f |
inside and outside the United States (e.g., [ sewn |}

electricity distribution or cargo transportation) L
Management (24) Management Processes that Bt o prrs |
ensure our national security and public health and | o
safety (e.g., management of hazardous material or emm——
national emergencies) oo |
Supply (13) Supply of materials, goods and
services that secure our economy (e.g., clean

water, housing, and research and development) o e—

Capabilities |

«activity»
Provide Capital Markets and Investment Activities

|

«activity»
Provide Consumer and Commercial Banking Services

«activity»
Provide Funding and Liquidity Services

«activity»
Provide Identity Manag t and Associated
Trust Support Services

«activity»
Provide Insurance Services

«activity»
Provide Medical Care

«activity» L
Operate Government I

«activity»
Provide Payment, Clearing, and Settlement Services

«activity»
«activity» Provide Public Safety

Prepare for and Manage Emergencies ‘\

’ «activitys

e = «activity»
Preserve Constitutional Rights ’

Provide Wholesale Funding

NN

| =
Protect Sensitive Information I wactivity»

Store Fuel and Maintain Reserves ’

«wactivity»
Provide and Maintain Infrastructure |

SWUSTEMES

«activitys
Support Community Health
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NCF “Examples”

Connect

Connect

Definition

SSP Equivalent

QOperate Core

Maintain and operate communications backbone

Telecommunications SSP

SN

Network infrastructure for voice, video, and data Commercial Facilities S5P
transmission that connects to users through
broadcasting, cable, satellite, wireless, and wireline
- o . . lAaccessnetworks __ __ __ __ __ __ __ __ __ | o
Provide Cable Provide access to communications backbone Telecommunications SSP
Access Network | infrastructure through fiber and coaxial cable
Services network, supplying analog and digital video

programming services, digital telephone service,
and high-speed broadband services

Provide Internet
Based Content,

Information, and
Communication

Services

Produce and provide technologies, services, and
infrastructure that deliver key content, information,
and communications capabilities via the Internet

Telecommunications S5P
Information Technology SSP

Provide Internet
Routing, Access,
and Connection

Provide and operate exchange and routing
infrastructure, points of presence, peering points,
local access services, and capabilities that enable

Telecommunications SSP
Information Technology SSP

Services end users to send and receive information via the

Internet
Provide Operate and maintain public and private Telecommunications SSP
Positioning, capabilities which enable users to determine

Navigation, and
Timing Services

location, orientation and time

NCF Example

Decomposition to

Follow
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NCF - SSP — Infrastructure Data Taxonomy (IDT)
Relationships & LI

bdd [Package] NCF S3P and IDT Relationship|[ NCF SSP and IDT Relationship BOD ]J
National Critical Functions (NCF) to Functional
Sector Specific Plan (SSP) Relationship Decomposition
Sub-Functions
| INCOSE DHS SysML Model Contents |
| | Systems
| ! Element
DHS Macro level | ablocks | Assets & Decc (
" " ecomposition
analysis: 5G, Position, _ National Critical Function (NCF) '
Navigation & Timing, etc t-——-—-—-_ ! Components
l connect NCF : Connect National Critical Function l
distribute NCF : Distribute Mational Critical Function (MCF)
manage NCF : Manage Mational Critical Functions (MCF)
' supply NCF : Supply Matienal Critical Functions (NCF} l
[£]
| |
NCF sub-function/ Intra-NCF dependecies Intra-NCF dependecies
| Map NCFs to SSP Data A - R 2
0 (TBD in Model) 0 element across functional levels within a functional level
I L ! r
| «blocks |
I 0 CIPR Sector SOS Data I
Trade Studies_, energy Sector : Energy Sector -
market analysis, l emergency Services Sector : Emergency Services Sector l Validate wblocks
healthcare and Public Health Sector : Healthcare and Public Health Sector
S I — - '_ _ | manufacturing Sector . Manufacturing Sector l Infrastructure Data
Profocols nuclear Sector : Nuclear Sector Taxonomy (IDT)
DE‘QE‘HUEHEE transportation Sy=stems Sector : Transportation Systems Sector
Relationships l water and Wastewater Systems Sector : Water and Wastewater Systems Sector ' M Bs E
(Iifeline funu:tibns} defense Industrial Base Sector : Defense Industrial Base Sector - -
- financial Services Sector : Financial Services Sector
l water and Wastewater Systems Sector1 : Water and VWastewater Systems Sector l nghtn I ng
information Technology Sector : Information Technology Sector l ROI.I I‘Id
? o
l
"‘;SEHSTEHEE TEmEmEmmmm——
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NCF Model Development Navigation Page @l\

package 00 Model User Interface Navigation Dashboard [ Connect NCFs ] J

|Diagramname || Connect NCFs

| Author || 14255

| Creation date || 10/30/21 9:28 AM
[Modification date | 10/31/21 4:47 PM
| Last modified by |[14255

This diagramis intended to be used as a presentation dashboard to quickly access different Views of the
model's content specific to the presentation intent and scope.

It is further intended to help relate System Engineering (SE) understanding and architecture/archetype to
those who may not be familiar to SE that it help facilitates what one may wish to considered in one’'s MBSE
Documentation || Model as related to the SE Architecture of architecture/archetypes.

In extreme simple terms, consider the WHAT, WHO, WHEN, HOW and help you determine/decide what
model content and views would be necessary as it adds value in addressing your "needs”; conversely, it
helps you help you determine/decide what model content and views is NOT necessary as it adds NO value
as it does NOT address your "needs”.

|Tr-1teg_rati;n _______ @ct&s (_Peo;Ie,Erga_niza_tion._ o
Departments, Groups, Companies, etc.
l = . l N
Fn and Logical Communication
l Intse‘:'::::on l Communications
| =9 | Actors
7 DASSAULT
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Connect NCF Decomposition

transmission that connects to users
through broadcasting, cable, satellite,
wireless, and wireline access networks "

supplying analog and digital video
programming services, digital telephone
service, and high-speed broadband
services. "

Documentation ="

DASSAULT
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peering points, local access s
and capabilities that enable el

to send and receive informati

the Internet ™

private capabilities which
enable users to determine
location, orientation and
time *

bdd [Pack: Original[ C ct NCF High Level
{Eeckage] Orignall Conne heve ]J Diagram name Connect NCF High Level
Author tadebonojo
Creation date 12/28/21 10:54 PM
Modification date || 1/21/22 3:26 PM
Last modified by ||tadebonojo
The NCFs are a springboard for a wide range of risk management activity including:
1. Supporting Infrastructure and Programmatic Prioritization
2. Conducting Detailed Operational and Risk Analysis
3. Informing Intelligence Collection Requirements
4. Supporting Incident Management Prioritization
5. Setting Priorities for Investments in Infrastructure Security and Resilience
6. Supporting National Security Decision Making
Documentation || 7. Enhancing the Efficacy of Continuity Efforts
A key component of CISA’s strategy will be to use the National Critical Functions to conduct the activities listed above. It will be supported by continued doctrinal and
policy evolution as well as close coordination CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY | NATIONAL RISK MANAGEMENT CENTER
across the interagency and the critical infrastructure community. Ultimately, the set of NCFs is a launching pad for executing a more advanced approach to cybersecurity ant
critical infrastructure security and resilience.
<activity The NCFs do not directly set national priorities but they support a more strategic way of doing so.
»
c ional Critical F Diagramtype SysML Block Definition Diagram
«activity» «activity» wactivity» «activity» «activity» «activity» wactivity» «activity» ] «activity»
(1) Operate Core Network (2) Provide Cable (3) Provide Internet (4) Provide Internet (5) Provide Positioning, (6) Provide Radio Broadcast (7) Provide Satellite (8) Provide Wireless (9) Provide Wireline
Access Network Based Content, Routing, Access, and Navigation, and Timing Access Network Services Access Network A k A k
Services Information, and Connection Services Services - Services Services Services
= St
Services
«activity»
C Critical F
Documentation ="
«activity» «activity» «activity» wactivity» «activity» wactivitys wactivity» «activity» «activity»

(1) Operate Core Network (2) Provide Cable Access Network (3) Provide Internet (4) Provide Internet Routing,| (5) Provide Positioning, (6) Provide Radio Broadcast (7) Provide Satellite Access Network (8) Provide Wireless (9) Provide Wireline
Documentation = "Operate Services Based Cpntent. and Connection Servic.  Navigation, gnd Timing Access Network Services Services A N k A N k
communications backbone Documentation = "Provide access to '(':‘;"’n"":‘z""?c“;t?:: Documentation = "Provide an Servicos Documentation = ™ Documentation = "Provide access to core pEANIcEs SENOCES
infrastructure for voice, video, and data | |communications backbone infrastructure Seriices operate exchange and routingDocumentation = "Operate communications network via a Documentation = Documentation =

through fiber and coaxial cable network infrastructure, points of presef 3nd maintain public and combination of terrestrial antenna -

stations and platforms orbiting Earth to
relay voice, video, or data signals. "




DHS 16 Critical Infrastructure Sectors

«block»
Chemical Sector

=

«block»
Commercial Facilities Sector

<

Communications Sector

«block»
Dams Sector

=

bdd [Package] L0 National Critical

[ National Critical 1J

Modification date |( 10/31/21 3:29 PM

Last modified by | 14255

Documentation

This diagram is intent to represent the
(de)composition of the National Critical infrastructure
into its next lower-level child

sectors.

ablock»
Chemical Sector

«blocks
‘Commercial Facilities Sector

Sector Dams]

) e b

ablocks =
National Critical Infrastructure

wiocks =
Chemical Sector

ablock»
Financial Services Sector

ablocks
Commercial Facilities Sector

a

_)I wblocks B
Government Facilities Sector

g

«blocks
'Communications Sector

blocks =
Healthcare and Public Health Sector

sblocks [ ablocks =
Dams Sector Information Technology Sector

«block»
Defense Industrial Base Sector

o

«blocks [ ]
Manufacturing Sector

Diagramname || National Critical Infrastructure
Author 14255
Creation date || 1028121 9:57 PM «blocky» Q

National Critical Infrastructure

«block»
Chemical Sector

-

«block»
Commercial Facilities Sector

-

S
—Communications Sector

-

«block»
] Dams Sector

=

«block»
Financial Services Sector

«block»
Government Facilities Sector

-

«block»

Healthcare and Public Health Sector

=

-

-

«block»
Information Technology Sector

et ELF |
e
Energy Sector Transportation Systems Sector ¢b|°ck» Q N « block» g
ablocks (] «block» = p—— - -
-’{Food and Agriculture Sector | Water and Wastewater Systems Sector ’ Defense Industrial Base Sector Manufactu ring Sector

«block»

-

«block»

<

llmurina Sector

ablock»

ablocks
Transportation Systems Sector

Water and Wastewater Systems Sector

[=]

) «block» = | «block» =
Emergency Services Sector Nuclear Sector
«block» = «blocks = MBSE
Energy Sector | Transportation Systems Sector Lightning

Round

L
Food and Agriculture Sector Water and Wastewater Systems Sector

-
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Functional Analysis on Core Network NCF

bdd [Package] 05 Integration View [ Communication Sector Integration ])

«activitys
Manage National Critical Communication

Dommuaﬁon - "Manage Communication of all voice and data
for all communcations systems in the national infrastructure.”

!

I

1

| Diagram name “ Communication Sector Integration

IAuthor ”Ken Heck

| Creation date || 12128121 10:54 P

| Modification date | 1/21/22 3:42 PM

|Last modified by ||tadebonojo

Documentation

Diagram Status: Updated 1/21/22 for IW 2022
Lightening Round to correct stereotype

| Diagramtype “ SyshML Block Definition Diagram

«activity» «activitys «activity»

Manage Communication Network Access ~ Operate Communication Network Maintain Communication Network
Documentation = "Manage Communication |Documentation = "Operate |Documentation = "Maintain
Backbone Infrastructure Access: Communication Backbone Communication Backbone Infrastructure
1) Mmme Cable Network Access Imm includes: includes:

2) Manage Radio Network Access 1) Operate Cable Network 1) Maintain Cable Network
3) Manage Satellite Network Access 2) Operate Radio Network 2) Maintain Radio Network
4) Manage Wireless Network Access 3_') Operate Satellite Network 3) Maintain Satellite Network
5) Manage Wireline Network Access ” 4) Operate Wireless Network 4) Maintain Wireless Network
5) Operate Wireline Network” 5) Maintain Wireline Network”

| T T

| | |

| | |

ardfines I grefines arefines
i i i

«functionalRequirement»
Access Cable Network Services

«functionalRequirement»
Operate Communications

Id="10"
Text="The shall Manage

including:

1) Manage Cable Network Access

2) Manage Radio Network Access

3) Manage Satellite Network Access
4) Manage Wireless Network Access
5) Manage Wireline Network Access.

The Communications Sector shall manage
communications network infrastructure access. "

> Access,

«functionalReguirements
Maintain Communication

shall Ope

The Communications Sector shall
operate core communications
network infrastructure. *

Infrastructure Infrastructure
Id="8" ld="9"
Text="The Text="The

shall M

The Communications Sector shall
maintain core communications
network infrastructure. ”

Qatisfy
« »
L

[ «satisfy»

| satisfy»

«designConstraint»
Communication Sector

ld="12"

Text="The
Communications Sector
shall include the following:
1) Cable Network

2) Radio Network

3) Satellite Network

4) Wireless Network

5) Wireline Network ”

R
«allocates |

| «satisfy»

l

1
«block» Q
Communications Sector

«blocks =
Cable Network System

«blocks
Radio Network System




NCF Functional Analysis to SE “Design” Synthesis@}

MBSE Functional SE “Design Synthesis”

IDT Excel Search

.4

TAWE3 Satellite Communication

Analysis “Product”

“Outputs”

Mame Cell Value

SANS3 Satellite Communication
\1/ SAYS3 Satellite Communication
«functionalRequirements . . SAFS3 Satellite Communication
s e et‘:ﬂ i People, Processes and Things or Systems that Provide SBASI  Satelite Communication
cess Labie Network Services . . $BBS3  Satellite Communication
e for Management of Satellite Netwqu Access: cies ot o
Text = "Th hall , . Satellite Comm Ground Station (GS) (Asset or SEDS3  Satellite Communication
ext = e shall vanage “g . di I SEES3 Satellite Communication
~ommunications iICKbone inirast AcCcess, yStem ) — Found in IDT ! SEFS3 Satellite Communication
including: . Satellite Telecomm Link (GS Component) zggg: ga:e::ize gommunicagon
. . . . arellne Lommunication
g ﬁ"aﬂe gag!e 't:etn‘:mt iccess . Satellite Operations Center (Organization) GHs3  setellite Communication
nage Radio Network ACCess . ; i : $BIS3  Satellite Communication
3) Manage Satellite Network Access Satellite Ground Station Antenna Dish (GS SBKS3  Satellite Communication
4) Com ponent) SELS3 Satellite Communication
5) . Ground Station Software (GS “Component”) S SEelne commumeaon seation
o Satellite Operators (Peop|e) SBFS4  Satellite Contral Station
The Communications Sector shall manage . satallielelecommunication Gronad Link
communications network infrastructure access. " Standard Operating Proc (SOPs) EBHS“ Communication Satellite : _ -
SBIS4 Satellite Telecommunication Service Provider Facility
/T\ SEMSS Satellite Phone
ISEASS Satellite Operations Center
o0 EStaIISTIEs efigdged 1M operating and maintaining §
SAGSE Establishments primarily engaged in operating, maintair
SAWSE Establishments primarily engaged in providing point-to
(14 : P} | (11 LY - -
SE Design Synthesis” Process Maps NCF to “Assets” level entities in IDT B




a2 il V|a|u|e (|)f IPTtoiEnigirﬂeerinig A|\nalysis

Energy Energy Energy Energy Energy Energy Energy Energy Energy Energy Energy Energy Energy Ene

Definition in IDT are very important
For differentiation of Entities

Matural Matural Matural Matural Matural Matural Coal Coal Coal Coal Coal Coal Coal Cod
Gas Gas Gas Gas Gas Gas

and capabilities

Matural Other Coal Coal Coal
Tie to ”Supply NCF Zas . Matural - Supply Processing Transport
Supporting Gas Facility
at lower Level? Facility
Matural Matural Compress Matural Undergrou |Surface Coal Coal Coal Coal Rail [ |
Gas Gas ed Matural Gas Market nd Mine Mine Preparation Gasification Liquefactio Transpaort 1
Distribution]| Distribution  Gas (CHG) Plant (Coal |Plant n Plant
Fipeline Control and Flant Cleaning
Metwork Dispatch Plant)
Center
Coal - Regionally sourced fuel?
How many mines fall into this category? CoalUnit  Other Coal Coal Rail
EPA regulations? Research set of companies Train Route 'Train Route Gar
that are in this category for analysis (Model Use Case)
v %:
il R R RN RN EEEEEEEE R
The These Facilities  |Faciliies [Business |Other Facilities gFacilities ::Cnal mines (eoal mines |Facilitie Facilities |Facilities |Facilities gFacilities [Rail Rail lines |Raillines |[Hopperor |
network of |centers that providing  |operations |natural gas |involved in :im'nl'.'edin::'.'mere the |wherethe |that that that further |thatfurther Jfor moving facilities used by used by gondola rail
lower control the (compress [support thatdeal in (supporting (the supply, Jsupplying :::Dal seam |poal seam |process process process process  Jlarge Pfor unittrains [trains that [cars
pressure  |lower natural gas [functions in [the sale facilities not prncessing:cnal. ::’s E closeto [coal. coal to coal, after [coal, after :'.'n:ulumes of ftransport  [that haul haul coal |dedicated
pipelines |pressure |tovery high [the natural |and elsewhere |storage, : .:undergruu the surface remaove the the :cnaltn end :clf coal. only coal.  |and other [to the
that provide |gas pressures (gas purchase of|categorized (transport, o awd and is andis mineral preparation (preparationdusers. ; commaditie [ movement
natural gas [distrioution |(2,000- system. natural gas |. distribution 4 ::ac:cessed rained by impurities, [plant, to plant, to . ] 5. of coal.
ta system. 5,000 psi) an the marketing, . :&hruugh ;?ripping crush and (produce produce . :
[ . u . ) . [ J
consumers [Includes Includes wholesale and o ::mme wway top grind to synthetic  [synthetic o .
distribution |=pecially level. regulation o ::shafts. :a'y'ers of create natural gas. |liquid fuels g ’
supervisory |designed of coal. . :: &oil mare (e.g., a ’
control and |tanks to . s Freferred to uniform gasoline, J ’
data &fbre the . ee size diesel fuel)] ’
acquisition |gas. May L ul distribution, . s
[SCADA) include - 5
EEEEEEEnY -
2-Banking Sector 3-Chemical 11-Info tech 12-Govt fac 13-Manufacty ... (+




Sunday Jan 30t CIPR WG Agenda

1000 - 1200: CIPR Invited Speaker Panel
New Approaches for Critical Infrastructure System Data and Maodels

=

3 D
‘\ ."l.

v o

Time
(US Pacific Time Zone)

Topic

Speaker

1300 - 1730: CIPR Workshop
Model-based Systems Engineering for Critical Infrastructure Systems

1000-1030

A Systems Engineering
Approach to Understanding
Critical Infrastructure Risk

Carmen Zapata,

Senior Technical Advisor,

USs Department of Homeland
Security (DHS) Cybersecurity
and Infrastructure Security
Agency (CISA)

Time
(US Pacific Time Zone)

Topic

Speaker

1300-1400

SysML-based Model of a COVID-
19 Last Mile Vaccine Delivery
System

Steve Sutton, CIPR WG Co-Chair
+ CIPR WG COVID-19 Modeling
Team

1030-1100 Evaluating Cross-Sector Ryan Hruska,
Interdependencies with the All- | Chief Scientist, Infrastructure
Hazards Analysis (AHA) Analysis, Idaho MNational
Methodology Laboratory {INL)
1100-1130 Cybersecurity Risk and Data Bob Hanson,
Models for Critical Deputy Associate Program
Infrastructure Systems Leader, Defense Infrastructure,
Lawrence Livermore National
Laboratory (LLNL)
1130-1200 Q&A and Panel Discussion Moderated, All Attendees

1400-1500 Resilient Hospital Reference lohn Juhasz, CIPR WG Co-Chair
Model + CIPR WG Resilient Hospital
Modeling Team
1500-1530 Break
1530-1630 US DHS Critical Infrastructure Anthony Adebonojo, CIPR WG
Sector Modeling Co-Chair + DHS Modeling Team
1630-1730 Mext Steps for the CIPR WG Moderated, All Attendees

Session Call-In Information
Join Zoom Meeting

Meeting ID: 913 2606 8478
Passcode: 268927

https://incose-org.zoom.us/}/91326068478?pwd=SXpmdGVLV2NkVXdLUmRDakJXdk1quUTO09

MBSE
Lightning
Round

https://www.incose.org/iw2022/event-schedule/
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Future Efforts

* Model sustainment efforts first part of this year

« Many opportunities/use cases driven by this modeling effort:

 Engagement with DHS CISA on Infrastructure Data Taxonomy (IDT)
update process

» Glossary Use Case (Ingest and compare after Re Draft NIPP)

* Engage with other INCOSE WG on CIPR related modeling efforts
* Ingest IDT into the Model/Engage with CISA in Update of IDT
 Validate BDDs using IDT

 Trusted Advisor Services to DHS?
« Potential opportunities related to Cyber in IDT (Cyber not represented in
the IDT) MBSE
Lightning
Round
DASSAULT _
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DHS Water “Supply” NCF Graphic

CYB E R R Is Ks & R ES 0 U Rc ES The Water and Wastewater Systems Sector provides essential services that support the operation of all U.S. critical infrastructure. Water and wastewater facilities rely on
information technology (IT) and operational technology (OT) systems to operate, and a compromise of these systems could lead to disruptions of service and significant
FOR TH E WATER AN D cascading impacts throughout U 8. critical infrastructure. The Cybersecurity and Infrastructure Security Agency (CISA) developed this infographic to highlight potential cyber
W A STEW ATE R SYSTE M S S ECTO R risks to the management of wastewater and provide available resources to support proper cybersecurity and resilience.
RISKS TO THE MANAGE WASTEWATER
NATIONAL CRITICAL FUNCTION

Information Technology (IT) Systems

0)

IT/0T Convergence
NETWORK SEGMENTATION
Malicious : { K mm
) Segmentation Complexity Maintenance

(3) o (5)

IT/OT CONVERGENCE

Property segmenting [T/ 0T systems, and ensuring
that ng part of OT systems connéct directly to the
internet, can greatly reduce the possibility of a
successful attack upon ICS/SCADA systems that
support the manage wastewater function.

IT SYSTEMS

OT SYSTEMS

System owners should ensure that OT systems that
help wastewater systems control valves and pumps
and monitoring are properly protected through
patching and proper network mapping. Human
machine interfaces, through which operators
typically control OT systems, should be a priority for

securing MBSE

Lightning
RESOURCES Round

Implementing cyber hygiene and best practices
within IT networks can protect wastewater
management systems from cyber attacks such as
ranspmware and data theft, and reduce the risk of
lateral movement within systems or networks.

AVAILABLE RESOURCES INCLUDE: CISA's Cyber Resource Hub provides a range of free, immediately available cybersecurity resources. CISA's Cyber Essentials Toolkit for non-technical

leadership. Securing Networking Devices provides guidance on Segmenting and Segregating Networks. Stopransomware.gov contains best practices for preventing or responding to
ransomware. The Industrial Control Systems Joint Working Group (ICS-JWG) has links to trainings and resources related to the securing and safe operation of ICS systems. CISA also
provides no-cost cybersecurity assessments. The WaterlSAC provides wastewater managers with cyber hygiene and water security resources. The AWWA's Security Guidance and Tool
supports the sector in implementing the NIST Cybersecurity Framework and use of Cybersecurity Guidance and Assessment Tool.




Model Glossary — Sourced from NIPP 2013
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8 Critical Infrastructure Cross-Sector Council.

9 Critical Infrastructure Information (CII).

10 Critical Infrastructure Owners and Operators.

11 Critical Infrastructure Partner.

-G Eeooct Hr- i . H g F e

Private sector coundil that comprises the chairs and vice chairs of the SCCs. This coundl coordinates cross-sector issues,
iniiatives, and interdependencies to support critical infrastructure security and resilience. (Source: Adapted from the 2009
NIFF)

Information that is not customarily in the public domain and is related to the security of critical infrastructure or protected
systems. CII consists of records and information concerning any of the following:

» Actual, potential, or threatened interference with, attack on, compromise of, or incapacitation of critical infrastructure or
protected systems by either physical or computer-based attack or other similar conduct (induding the misuse of or
unauthorized access to all types of communications and data transmission systems) that violates Federal, State, or local law;
harms the interstate commerce of the United States; or threatens public health or safety.

» The ability of any critical infrastructure or protected system to resist such interference, compromise, or incapaditation,
induding any planned or past assessment, projection, or estimate of the vulnerability of aritical infrastructure or a protected
system, induding security testing, risk evaluation, risk management planning, or risk audit.

» Any planned or past operational problem or solution regarding critical infrastructure or protected systems, incuding repair,
recovery, insurance, or continuity, to the extent thatit is related to such interference, compromise, or incapacitation. (
Source: CII Act of 2002, 6 U.5.C. § 131)

Those entities responsible for day-to-day operation and investment of a particular critical infrastructure entity. { Source:
Adapted from the 2009 NIPF)

Those Federal and SLTT governmental entities, public and private sector owners and operators and representative
organizations, regional organizations and coalitions, academic and professional entities, and certain not-for-profit and private
volunteer organizations that share responsibility for securing and strengthening the resilience of the Nation’s critical
infrastructure. (Source: Adapted from the 2009 NIPF)

T
14 Cyber System,

security,

e Sas<AULT

p 5”5 TEM EE 1ency Suppert Functions (ESF).

Any combination ofﬁaﬁes, equipment, personnel, procedures, and communications integrated to provide cyber services; ! T
examples indude business systems, control systems, and access control systems. (Source: 2009 NIPF) L - h -
The prevention of damage to, unauthorized use of, or exploitation of, and, if needed, the restoration of electronic information Ig tn in g
and communications systems and the information contained therein to ensure confidentiality, integrity, and availability;
indudes protection and restoration, when needed, of information networks and wireline, wireless, satellite, public safety Rou nd
answering points, and 911 communications systems and control systems. { Source: 2009 NIPF)

The one-directional reliance of an asset, system, network, or collection thereof—within or across sectors—on an input,

interaction, or other requirement from other sources in order to function properly. (Source 2009 NIPF)

The primary, but not exdusive, Federal coordinating structures for building, sustaining, and delivering the response core
capabilities, ESFs are wital for responding to Stafford Act indidents but also may be used for other incidents. (Source: National
Response Framework, 2013)
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