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Goal of Presentation

• Show how we have used Cameo Enterprise Architect (CEA) to 

perform Functional Analysis on DHS supplied National Critical 

Functions (NCFs) as an innovative use of MBSE Tools 

• Talk about impact of this work and next steps

• Invite your assistance in this effort
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DHS Model Team & Project Context

• DHS 16 Sectors
1. Chemical Sector

2. Commercial facilities Sector

3. Critical manufacturing

4. Dams Sector

5. Defense Industrial base

6. Emergency Services  Sector

7. Energy Sector

8. Financial Services Sector

9. Food & Agriculture Sector

10. Government Facilities Sector

11. Health Care & Public Health Sector

12. Information Technology Sector

13. Nuclear Sector

14. Telecommunications Sector

15. Transportation Sector

16. Water and Wastewater Sector
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INCOSE DHS Model Team
Tony Adebonojo (Team Leader)
Dan Eisenberg (WG Chair)
Kirk Moen (Lead SE Multiple Projects)
Ken Heck (Retired Boeing)
John Juhasz (Telepath, Inc)
Howard Lykins (Resilient Hospitals Team Lead)
Dr. Vijay Thukral (Cientive Group)
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References Used

• DHS 2015/2016 Sector Specific Plans (SSPs) x 16
• Chemical Sector, Commercial Facilities Sector, Critical Manufacturing

• Dams Sector, Defense Industrial Base (DIB)

• Emergency Services  Sector, Energy Sector, Financial Services Sector

• Food & Agriculture Sector, Government Facilities Sector

• Health Care & Public Health Sector, Information Technology Sector

• Nuclear Sector, Telecommunications Sector, Transportation Sector, Water and 

Wastewater Sector

• National Infrastructure Protection Plan (NIPP) 2013

• Presidential Policy Directive 21 (PPD-21) (2013)

• National Critical Functions  - Status Update to Critical Infrastructure 

Community on NCFs July 2020

• National Critical Functions  - Status Update to Critical Infrastructure 

Community on NCFs Dec 2021

• https://www.cisa.gov/cisa/infrastructure-data-taxonomy
• For Infrastructure Data Taxonomy (IDT)

https://www.cisa.gov/2015-sector-specific-plans
https://www.cisa.gov/national-infrastructure-protection-plan
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.cisa.gov/sites/default/files/publications/ncf-status-update-to-critical-infrastructure-community_508.pdf
https://www.cisa.gov/sites/default/files/publications/2021_ncf-status_update_508.pdf
https://www.cisa.gov/cisa/infrastructure-data-taxonomy
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DHS SysML Model Project Goals/Status
► Goal 1: Integrated Block Diagram of all 16 sectors (Done)

► Document integrated model down to level in Sector Specific Plans (SSPs)

► "Types” allow for further analysis (stadiums as example to facilitate risk identification and 

interdependencies)

► Goal 2:  Sector Interdependencies (Mid Year Demo)

► Lifeline functions and “common” interdependencies already documented in SSPs

► Goal 3:  Sector Risks (Diagram Started)

► Tree diagram of all risks types created in model and linked to each element of 16 sectors that they 

impact

► Goal 4:  National Critical Functions (NCF) (Example Decomposed Oct 2021)

► Capture and decompose all NCFs (TBD)

► Goal 5: Publish Model Results to HTML website (Demo Available)

• NB: Discovery of Infrastructure Data Taxonomy (IDT) led to meetings with DHS (Nov 21)
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SysML Model of Food and Agriculture Sector
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What are National Critical Functions (NCFs)?
National Critical Functions (NCFs) are functions of 
government and the private sector so vital to the United 
States that their disruption, corruption, or dysfunction 
would have a debilitating effect on security, national 
economic security, national public health or safety, or any 
combination thereof.

Source:  July 2021 Update to CI Community on NCFs

55 NCFs – They are 

National, Regional, Local

And Hybrid in Nature
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Definition of Top Level NCFs

Connect (9) Connection Technologies that enable 
critical communications and capabilities to send 
and receive data (e.g., internet connectivity)
Distribution (9) Distribution Methods that allow 
the movement of goods, people, and utilities 
inside and outside the United States (e.g., 
electricity distribution or cargo transportation)
Management (24) Management Processes that 
ensure our national security and public health and 
safety (e.g., management of hazardous material or 
national emergencies)
Supply (13) Supply of materials, goods and 
services that secure our economy (e.g., clean 
water, housing, and research and development)
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NCF “Examples”

NCF Example 

Decomposition to

Follow 
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NCF - SSP – Infrastructure Data Taxonomy (IDT) 
Relationships
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NCF Model Development Navigation Page
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Connect NCF Decomposition
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DHS 16 Critical Infrastructure Sectors



MBSE 

Lightning 

Round 

Functional Analysis on Core Network NCF



MBSE 

Lightning 

Round 

NCF Functional Analysis to SE “Design” Synthesis

MBSE Functional 
Analysis “Product”

SE “Design Synthesis” 

“Outputs”

People, Processes and Things or Systems that  Provide 

for Management of Satellite Network Access:

• Satellite Comm Ground Station (GS) (Asset or 

“System”) – Found in IDT !

• Satellite Telecomm Link (GS Component)

• Satellite Operations Center (Organization)

• Satellite Ground Station Antenna Dish (GS 

Component)

• Ground Station Software (GS “Component”)

• Satellite Operators (People)

• Standard Operating Proc (SOPs)

IDT Excel Search

“SE Design Synthesis” Process Maps NCF to “Assets” level entities in IDT



Value of IDT to Engineering Analysis
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Coal  - Regionally sourced fuel?
How many mines fall into this category?
EPA regulations?  Research set of companies 
that are in this category for analysis (Model Use Case)

Tie to “Supply NCF 
at lower Level?

Definition in IDT are very important 
For differentiation of Entities
and capabilities

Update of IDT is of Interest to Strengthen DHS SysML Model
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Sunday Jan 30th CIPR WG Agenda

https://www.incose.org/iw2022/event-schedule/

Session Call-In Information

Join Zoom Meeting

https://incose-org.zoom.us/j/91326068478?pwd=SXpmdGVLV2NkVXdLUmRDakJXdk1qUT09

Meeting ID: 913 2606 8478

Passcode: 268927
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Future Efforts

• Model sustainment efforts first part of this year

• Many opportunities/use cases driven by this modeling effort:
• Engagement with DHS CISA on Infrastructure Data Taxonomy (IDT) 

update process 

• Glossary Use Case (Ingest and compare after Re Draft NIPP)

• Engage with other INCOSE WG on CIPR related modeling efforts

• Ingest IDT into the Model/Engage with CISA in Update of IDT

• Validate BDDs using IDT

• Trusted Advisor Services to DHS?

• Potential opportunities related to Cyber in IDT (Cyber not represented in 
the IDT)
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Backup Slides
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DHS Water “Supply” NCF Graphic
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Model Glossary – Sourced from NIPP 2013
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Core Network NCF to Telecomm Sector Allocation Matrix


