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Objective of this RFP

This Request for Proposal solicits submissions that address standardization of Linked Encrypted Transaction Streams (LETS) that may be deployed in Distributed Immutable Data Objects (DIDO)
 ecosystems, among other scenarios. Examples of DIDOs are Blockchains, Distributed Ledger Technologies (DLT), InterPlanetary File System (IPFS), Distributed Data Service (DDS). Blockchains and DLTs are currently in use in products such as IOTA, Bitcoin, Ethereum, Bitcoin Cash, Litecoin, Dogecoin, Hyperledger, etc.

This RFP solicits specifications for proposals for the following:
· Linking methods for arranging transactions into ordered structures, or ‘streams’
· Methods for applying encryption and digital signing to transaction elements, transaction streams or parts of transaction streams

· Optionally methods for extending the semantics of the relationships among message in linked transaction streams
For further details see Section 6 of this document.

1 Introduction

1.1 Goals of OMG

The Object Management Group (OMG) is a software consortium with an international membership of vendors, developers, and end users. Established in 1989, its mission is to help computer users solve enterprise integration problems by supplying open, vendor-neutral portability, interoperability and reusability specifications based on Model Driven Architecture (MDA). MDA defines an approach to IT system specification that separates the specification of system functionality from the specification of the implementation of that functionality on a specific technology platform, and provides a set of guidelines for structuring specifications expressed as models. OMG has published many widely-used specifications such as UML [UML], BPMN [BPMN], MOF [MOF], XMI [XMI], DDS [DDS] and CORBA [CORBA], to name but a few significant ones.

1.2 Organization of this document

The remainder of this document is organized as follows:

Section 2 – Architectural Context. Background information on OMG’s Model Driven Architecture. 

Section 3 – Adoption Process. Background information on the OMG specification adoption process.

Section 4 – Instructions for Submitters. Explanation of how to make a submission to this RFP.

Section 5 – General Requirements on Proposals. Requirements and evaluation criteria that apply to all proposals submitted to OMG.

Section 6 – Specific Requirements on Proposals. Problem statement, scope of proposals sought, mandatory requirements, non-mandatory features, issues to be discussed, evaluation criteria, and timetable that apply specifically to this RFP. 

Appendix A – References and Glossary Specific to this RFP

Appendix B – General References and Glossary

1.3 Conventions

The key words "shall", "shall not", "should", "should not", "may" and "need not" in this document should be interpreted as described in Part 2 of the ISO/IEC Directives [ISO2]. These ISO terms are compatible with the same terms in IETF RFC 2119 [RFC2119].

1.4 Contact Information

Questions related to OMG’s technology adoption process and any questions about this RFP should be directed to rfp@omg.org.

OMG documents and information about the OMG in general can be obtained from the OMG’s web site: https://www.omg.org. Templates for RFPs (like this document) and other standard OMG documents can be found on the Template Downloads Page: https://www.omg.org/technology/template_download.htm
2 Architectural Context

MDA provides a set of guidelines for structuring specifications expressed as models and the mappings between those models. The MDA initiative and the standards that support it allow the same model, specifying business system or application functionality and behavior, to be realized on multiple platforms. MDA enables different applications to be integrated by explicitly relating their models; this facilitates integration and interoperability, and supports system evolution (deployment choices) as platform technologies change. The three primary goals of MDA are portability, interoperability and reusability.

Portability of any subsystem is relative to the subsystems on which it depends. The collection of subsystems that a given subsystem depends upon is often loosely called the platform, which supports that subsystem. Portability – and reusability – of such a subsystem is enabled if all the subsystems that it depends upon use standardized interfaces (APIs) and usage patterns.

MDA provides a pattern comprising a portable subsystem that is able to use any one of multiple specific implementations of a platform. This pattern is repeatedly usable in the specification of systems. The five important concepts related to this pattern are:

1. Model – A model is a representation of a part of the function, structure and/or behavior of an application or system. A representation is said to be formal when it is based on a language that has a well-defined form (“syntax”), meaning (“semantics”), and possibly rules of analysis, inference, or proof for its constructs. The syntax may be graphical or textual. The semantics might be defined, more or less formally, in terms of things observed in the world being described (e.g. message sends and replies, object states and state changes, etc.), or by translating higher-level language constructs into other constructs that have a well-defined meaning. The (non-mandatory) rules of inference define what unstated properties can be deduced from explicit statements in the model. In MDA, a representation that is not formal in this sense is not a model. Thus, a diagram with boxes and lines and arrows that is not supported by a definition of the meaning of a box, and the meaning of a line and of an arrow is not a model – it is just an informal diagram.

2. Platform – A set of subsystems/technologies that provide a coherent set of functionality through interfaces and specified usage patterns that any subsystem that depends on the platform can use without concern for the details of how the functionality provided by the platform is implemented.

3. Platform Independent Model (PIM) – A model of a subsystem that contains no information specific to the platform, or the technology that is used to realize it.

4. Platform Specific Model (PSM) – A model of a subsystem that includes information about the specific technology that is used in the realization of that subsystem on a specific platform, and hence possibly contains elements that are specific to the platform.

5. Mapping – Specification of a mechanism for transforming the elements of a model conforming to a particular metamodel into elements of another model that conforms to another (possibly the same) metamodel. A mapping may be expressed as associations, constraints, rules or templates with parameters that to be assigned during the mapping, or other forms yet to be determined.

OMG adopts standard specifications of models that exploit the MDA pattern to facilitate portability, interoperability and reusability, either through ab initio development of standards or by reference to existing standards. Some examples of OMG adopted specifications are:

6. Languages – e.g. IDL for interface specification [IDL], UML for model specification [UML], BPMN for Business Process specification [BPMN], etc.
7. Mappings – e.g. Mapping of OMG IDL to specific implementation languages (CORBA PIM to Implementation Language PSMs), UML Profile for EDOC (PIM) to CCM (CORBA PSM) and EJB (Java PSM), CORBA (PSM) to COM (PSM) etc.

8. Services – e.g. Naming Service [NS], Transaction Service [OTS], Security Service [SEC], Trading Object Service [TOS] etc.

9. Platforms – e.g. CORBA [CORBA], DDS [DDS]
10. Protocols – e.g. GIOP/IIOP [CORBA] (both structure and exchange protocol), DDS Interoperability Protocol [DDSI].
11. Domain Specific Standards – e.g. Model for Performance-Driven Government [MPG], Single Nucleotide Polymorphisms specification [SNP], TACSIT Controller Interface specification [TACSIT].
For an introduction to MDA, see [MDAa]. For a discourse on the details of MDA please refer to [MDAc]. To see an example of the application of MDA see [MDAb]. For general information on MDA, see [MDAd].

Object Management Architecture (OMA) is a distributed object computing platform architecture within MDA that is related to ISO’s Reference Model of Open Distributed Processing RM-ODP [RM-ODP]. CORBA and any extensions to it are based on OMA. For information on OMA see [OMA].

3 Adoption Process

3.1 Introduction

OMG decides which specifications to adopt via votes of its Membership. The specifications selected should satisfy the architectural vision of MDA. OMG bases its decisions on both business and technical considerations. Once a specification is adopted by OMG, it is made available for use by both OMG members and non-members alike, at no charge.

This section 3 provides an extended summary of the RFP process. For more detailed information, see the Policies and Procedures of the OMG Technical Process [P&P], specifically Section 4.2, and the OMG Hitchhiker’s Guide [Guide]. In case of any inconsistency between this document or the Hitchhiker's Guide and the Policies and Procedures, the P&P is always authoritative. All IPR-related matters are governed by OMG's Intellectual Property Rights Policy [IPR].

3.2 The Adoption Process in detail

3.2.1 Development and Issuance of RFP

RFPs, such as this one, are drafted by OMG Members who are interested in the adoption of an OMG specification in a particular area. The draft RFP is presented to the appropriate TF, discussed and refined, and when ready is recommended for issuance. If endorsed by the Architecture Board, the RFP may then be issued as an OMG RFP by a TC vote.

Under the terms of OMG's Intellectual Property Rights Policy [IPR], every RFP shall include a statement of the IPR Mode under which any resulting specification will be published. To achieve this, RFP authors choose one of the three allowable IPR modes specified in [IPR] and include it in the RFP – see section 6.10.

3.2.2 Letter of Intent (LOI)

Each OMG Member organisation that intends to make a Submission in response to any RFP (including this one) shall submit a Letter of Intent (LOI) signed by an officer on or before the deadline specified in the RFP's timetable (see section 6.11). The LOI provides public notice that the organisation may make a submission, but does not oblige it to do so.

3.2.3 Voter Registration

Any interested OMG Members, other than Trial, Press and Analyst members, may participate in Task Force voting related to this RFP. If the RFP timetable includes a date for closing the voting list (see section 6.11), or if the Task Force separately decides to close the voting list, then only OMG Member that have registered by the given date and those that have made an Initial Submission may vote on Task Force motions related to this RFP.

Member organizations that have submitted an LOI are automatically registered to vote in the Task Force. Technical Committee votes are not affected by the Task Force voting list – all Contributing and Domain Members are eligible to vote in DTC polls relating to DTC RFPs, and all Contributing and Platform Members are eligible to vote in PTC polls on PTC RFPs.

3.2.4 Initial Submissions

Initial Submissions shall be made electronically on or before the Initial Submission deadline, which is specified in the RFP timetable (see section 6.11), or may later be adjusted by the Task Force. Submissions shall use the OMG specification template [TMPL], with the structure set out in section 4.9. Initial Submissions shall be written specifications capable of full evaluation, and not just a summary or outline. Submitters normally present their proposals to the Task Force at the first TF meeting after the submission deadline. Making a submission incurs obligations under OMG's IPR policy – see [IPR] for details.

An Initial Submission shall not be altered once the Initial Submission deadline has passed. The Task Force may choose to recommend an Initial Submission, unchanged, for adoption by OMG; however, instead Task Force members usually offer comments and feedback on the Initial Submissions, which submitters can address (if they choose) by making a later Revised Submission.

The goals of the Task Force's Submission evaluation are:

· Provide a fair and open process

· Facilitate critical review of the submissions by OMG Members
· Provide feedback to submitters enabling them to address concerns in their revised submissions

· Build consensus on acceptable solutions

· Enable voting members to make an informed selection decision

Submitters are expected to actively contribute to the evaluation process.

3.2.5 Revised Submissions

Revised Submissions are due by the specified deadline. Revised Submissions cannot be altered once their submission deadline has passed. Submitters again normally present their proposals at the next meeting of the TF after the deadline. If necessary, the Task Force may set a succession of Revised Submission deadlines. Submitters choose whether or not to make Revised Submissions - if they decide not to, their most recent Submission is carried forward, unless the Submitter explicitly withdraws from the RFP process.

The evaluation of Revised Submissions has the same goals listed above.

3.2.6 Selection Votes

When the Task Force's voters believe that they sufficiently understand the relative merits of the available Submissions, a vote is taken to recommend a submission to the Task Force's parent Technical Committee. The Architecture Board reviews the recommended Submission for MDA compliance and technical merit. Once the AB has endorsed it, members of the relevant TC vote on the recommended Submission by email. Successful completion of this vote moves the recommendation to OMG's Board of Directors (BoD).

3.2.7 Business Committee Questionnaire

Before the BoD makes its final decision on turning a Technical Committee recommendation into an OMG published specification, it asks its Business Committee to evaluate whether implementations of the specification will be publicly available. To do this, the Business Committee will send a Questionnaire [BCQ] to every OMG Member listed as a Submitter on the recommended Submission. Members that are not Submitters can also complete a Business Committee Questionnaire for the Submission if they choose.

If no organization commits to make use of the specification, then the BoD will typically not act on the recommendation to adopt it – so it is very important that submitters respond to the BCQ.
Once the Business Committee has received satisfactory BCQ responses, the Board takes the final publication vote. A Submission that has been adopted by the Board is termed an Alpha Specification.

At this point the RFP process is complete.
3.2.8 Finalization & Revision

Any specification adopted by OMG by any mechanism, whether RFP or otherwise, is subject to Finalisation. A Finalization Task Force (FTF) is chartered by the TC that recommended the Specification; its task is to correct any problems reported by early users of the published specification. The FTF first collaborates with OMG's Technical Editor to prepare a cleaned-up version of the Alpha Specification with submission-specific material removed. This is the Beta1 specification, and is made publicly available via OMG's web site. The FTF then works through the list of bug reports ("issues") reported by users of the Beta1 specification, to produce a Finalisation Report and another Beta specification (usually Beta2), which is a candidate for Formal publication. Once endorsed by the AB and adopted by the relevant TC and BoD, this is published as the final, Formal Specification.

Long-term maintenance of OMG specifications is handled by a sequence of Revision Task Forces (RTFs), each one chartered to rectify any residual problems in the most-recently published specification version. For full details, see P&P section 4.4 [P&P].

4 Instructions for Submitters

4.1 OMG Membership

To submit to an RFP issued by the Platform Technology Committee an organisation shall maintain either Platform or Contributing OMG Membership from the date of the initial submission deadline, while to submit to a Domain RFP an organisation shall maintain either a Contributing or Domain membership.

4.2 Intellectual Property Rights

By making a Submission, an organisation is deemed to have granted to OMG a perpetual, nonexclusive, irrevocable, royalty-free, paid up, worldwide license to copy and distribute the document and to modify the document and distribute copies of the modified version, and to allow others to do the same. Submitter(s) shall be the copyright owners of the text they submit, or have sufficient copyright and patent rights from the copyright owners to make the Submission under the terms of OMG's IPR Policy. Each Submitter shall disclose the identities of all copyright owners in its Submission.

Each OMG Member that makes a written Submission in response to this RFP shall identify patents containing Essential Claims that it believes will be infringed if that Submission is included in an OMG Formal Specification and implemented.

By making a written Submission to this RFP, an OMG Member also agrees to comply with the Patent Licensing terms set out in section 6.10.

This section 4.2 is neither a complete nor an authoritative statement of a submitter's IPR obligations – see [IPR] for the governing document for all OMG's IPR policies. 

4.3 Submission Effort

An RFP submission may require significant effort in terms of document preparation, presentations to the issuing TF, and participation in the TF evaluation process. OMG is unable to reimburse submitters for any costs in conjunction with their submissions to this RFP.

4.4 Letter of Intent

Every organisation intending to make a Submission against this RFP shall submit a Letter of Intent (LOI) signed by an officer on or before the deadline listed in section 6.11, or as later varied by the issuing Task Force.

The LOI should designate a single contact point within the submitting organization for receipt of all subsequent information regarding this RFP and the submission. The name of this contact will be made available to all OMG members. LOIs shall be sent by email, fax or paper mail to the “RFP Submissions Desk” at the OMG address shown on the first page of this RFP.

A suggested template for the Letter of Intent is available at https://doc.omg.org/loi [LOI].
4.5 Business Committee terms

This section contains the text of the Business Committee RFP attachment concerning commercial availability requirements placed on submissions. This attachment is available separately as OMG document omg/12-12-03.

4.5.1 Introduction
OMG wishes to encourage rapid commercial adoption of the specifications it publishes. To this end, there must be neither technical, legal nor commercial obstacles to their implementation. Freedom from the first is largely judged through technical review by the relevant OMG Technology Committees; the second two are the responsibility of the OMG Business Committee. The BC also looks for evidence of a commitment by a submitter to the commercial success of products based on the submission.
4.5.2 Business Committee evaluation criteria

4.5.2.1 Viable to implement across platforms

While it is understood that final candidate OMG submissions often combine technologies before they have all been implemented in one system, the Business Committee nevertheless wishes to see evidence that each major feature has been implemented, preferably more than once, and by separate organisations. Pre-product implementations are acceptable. Since use of OMG specifications should not be dependent on any one platform, cross-platform availability and interoperability of implementations should be also be demonstrated.
4.5.2.2 Commercial availability

In addition to demonstrating the existence of implementations of the specification, the submitter must also show that products based on the specification are commercially available, or will be within 12 months of the date when the specification was recommended for adoption by the appropriate Task Force. Proof of intent to ship product within 12 months might include:
· A public product announcement with a shipping date within the time limit.
· Demonstration of a prototype implementation and accompanying draft user documentation.
Alternatively, and at the Business Committee's discretion, submissions may be adopted where the submitter is not a commercial software provider, and therefore will not make implementations commercially available. However, in this case the BC will require concrete evidence of two or more independent implementations of the specification being used by end-user organisations as part of their businesses.

Regardless of which requirement is in use, the submitter must inform the OMG of completion of the implementations when commercially available.
4.5.2.3 Access to Intellectual Property Rights
OMG will not adopt a specification if OMG is aware of any submitter, member or third party which holds a patent, copyright or other intellectual property right (collectively referred to in this policy statement as "IPR") which might be infringed by implementation or recommendation of such specification, unless OMG believes that such IPR owner will grant an appropriate license to organizations (whether OMG members or not) which wish to make use of the specification. It is the goal of the OMG to make all of its technology available with as few impediments and disincentives to adoption as possible, and therefore OMG strongly encourages the submission of technology as to which royalty-free licenses will be available.

The governing document for all intellectual property rights (“IPR”) policies of Object Management Group is the Intellectual Property Rights statement, available at: https://doc.omg.org/ipr. It should be consulted for the authoritative statement of the submitter's patent disclosure and licensing obligations.

4.5.2.4 Publication of the specification
Should the submission be adopted, the submitter must grant OMG (and its sublicensees) a worldwide, royalty-free licence to edit, store, duplicate and distribute both the specification and works derived from it (such as revisions and teaching materials). This requirement applies only to the written specification, not to any implementation of it. Please consult the Intellectual Property Rights statement (https://doc.omg.org/ipr) for the authoritative statement of the submitter's copyright licensing obligations.
4.5.2.5 Continuing support

The submitter must show a commitment to continue supporting the technology underlying the specification after OMG adoption, for instance by showing the BC development plans for future revisions, enhancement or maintenance.
4.6 Responding to RFP items

4.6.1 Complete proposals

Submissions should propose full specifications for all of the relevant requirements detailed in Section 6 of this RFP. Submissions that do not present complete proposals may be at a disadvantage.

Submitters are encouraged to include any non-mandatory features listed in Section 6.

4.6.2 Additional specifications

Submissions may include additional specifications for items not covered by the RFP and which they believe to be necessary. Information on these additional items should be clearly distinguished. Submitters shall give a detailed rationale for why any such additional specifications should also be considered for adoption. Submitters should note that a TF is unlikely to consider additional items that are already on the roadmap of an OMG TF, since this would pre-empt the normal adoption process.

4.6.3 Alternative approaches

Submitters may provide alternative RFP item definitions, categorizations, and groupings so long as the rationale for doing so is clearly stated. Equally, submitters may provide alternative models for how items are provided if there are compelling technological reasons for a different approach.

4.7 Confidential and Proprietary Information

The OMG specification adoption process is an open process. Responses to this RFP become public documents of the OMG and are available to members and non-members alike for perusal. No confidential or proprietary information of any kind will be accepted in a submission to this RFP.

4.8 Proof of Concept

Submissions shall include a “proof of concept” statement, explaining how the submitted specifications have been demonstrated to be technically viable. The technical viability has to do with the state of development and maturity of the technology on which a submission is based. This is not the same as commercial availability. Proof of concept statements can contain any information deemed relevant by the submitter; for example:


“This specification has completed the design phase and is in the process of being prototyped.”


“An implementation of this specification has been in beta-test for 4 months.”


“A named product (with a specified customer base) is a realization of this specification.”

It is incumbent upon submitters to demonstrate the technical viability of their proposal to the satisfaction of the TF managing the evaluation process. OMG will favor proposals based on technology for which sufficient relevant experience has been gained.

4.9 Submission Format

4.9.1 General

· Submissions that are concise and easy to read will inevitably receive more consideration.

· Submitted documentation should be confined to that directly relevant to the items requested in the RFP.

· To the greatest extent possible, the submission should follow the document structure set out in "ISO/IEC Directives, Part 2 – Rules for the structure and drafting of International Standards" [ISO2]. An OMG specification template is available to make it easier to follow these guidelines.
· The key words "shall", "shall not", "should", "should not", "may" and "need not" shall be used as described in Part 2 of the ISO/IEC Directives [ISO2]. These ISO terms are compatible with the same terms in IETF RFC 2119 [RFC2119]. However, the RFC 2119 terms "must", "must not", "optional", "required", "recommended" and "not recommended" shall not be used (even though they are permitted under RFC2119).
4.9.2 Mandatory Outline

All submissions shall use the following structure, based on the OMG Specification template [TEMPL]:

Section 0 of the submission shall be used to provide all non-normative supporting material relevant to the evaluation of the proposed specification, including:

· The full name of the submission

· A complete list of all OMG Member(s) making the submission, with a named contact individual for each
· The acronym proposed for the specification (e.g. UML, CORBA)

· The name and OMG document number of the RFP to which this is a response

· The OMG document number of the main submission document
· Overview or guide to the material in the submission

· Statement of proof of concept (see 4.8)

· If the proposal does not satisfy any of the general requirements stated in Section 5, a detailed rationale explaining why

· Discussion of each of the “Issues To Be Discussed” identified in Section 6.
· An explanation of how the proposal satisfies the specific requirements and (if applicable) requests stated in Section 6.

· If adopting the submission requires making changes to already-adopted OMG specifications, include a list of those changes in a clearly-labelled subsection in Section 0. Identify exactly which version(s) of which OMG specification(s) shall be amended, and include the list of precise wording changes that shall be made to that specification.

Section 1 and subsequent sections of the submission shall contain the normative specification that the Submitter(s) is/are proposing for adoption by OMG, including:

· Scope of the proposed specification

· Overall design rationale

· Conformance criteria for implementations of the proposed specification, clearly stating the features that all conformant implementations shall support, and any features that implementations may support, but which are not mandatory.
· A list of the normative references that are used by the proposed specification

· A list of terms that are used in the proposed specification, with their definitions

· A list of any special symbols that are used in the proposed specification, together with their significance

· The proposed specification itself
Section 0 will be deleted from any specification that OMG adopts and publishes. Therefore Section 0 of the submission shall contain no normative material (other than any instructions to change existing specifications; ensuring that these are implemented is the responsibility of the FTF that finalises the specification, before it deletes section 0). Any non-normative material outside section 0 shall be explicitly identified.

The main submission document and any models or other machine-interpretable files accompanying it shall be listed in an inventory file conforming to the inventory template [INVENT].

The submission shall include a copyright waiver in a form acceptable to OMG. One acceptable form is:

“Each of the entities listed above: (i) grants to the Object Management Group, Inc. (OMG) a nonexclusive, royalty-free, paid up, worldwide license to copy and distribute this document and to modify this document and distribute copies of the modified version, and (ii) grants to each member of the OMG a nonexclusive, royalty-free, paid up, worldwide license to make up to fifty (50) copies of this document for internal review purposes only and not for distribution, and (iii) has agreed that no person shall be deemed to have infringed the copyright in the included material of any such copyright holder by reason of having used any OMG specification that may be based hereon or having conformed any computer software to such specification.”

Other forms of copyright waiver may only be used if approved by OMG legal counsel beforehand.

4.10 How to Submit

Submitters should send an electronic version of their submission to the RFP Submissions Desk (rfp@omg.org) at OMG Headquarters by 5:00 PM U.S. Eastern Standard Time (22:00 GMT) on the day of the Initial and Revised Submission deadlines. Acceptable formats are Adobe FrameMaker source, ISO/IEC 26300:2006 (OpenDoc 1.1), OASIS DocBook 4.x (or later) and ISO/IEC 29500:2008 (OOXML, .docx).

Submitters should ensure that they receive confirmation of receipt of their submission.

5 General Requirements on Proposals

5.1 Requirements

5.1.1 Use of modelling languages

Submitters are encouraged to express models using OMG modelling languages such as UML, MOF, CWM and SPEM (subject to any further constraints on the types of the models and modeling technologies specified in Section 6 of this RFP). Submissions containing models expressed using OMG modeling languages shall be accompanied by an OMG XMI [XMI] representation of the models (including a machine-readable copy). A best effort should be made to provide an OMG XMI representation even in those cases where models are expressed via non-OMG modeling languages.

5.1.2 PIMs & PSMs

Section 6 of this RFP specifies whether PIM(s), PSM(s), or both are being solicited. If proposals specify a PIM and corresponding PSM(s), then the rules specifying the mapping(s) between the PIM and PSM(s) shall either be identified by reference to a standard mapping or specified in the proposal. In order to allow possible inconsistencies in a proposal to be resolved later, proposals shall identify whether it's the mapping technique or the resulting PSM(s) that shall be considered normative.

5.1.3 Complete submissions

Proposals shall be precise and functionally complete. Any relevant assumptions and context necessary to implement the specification shall be provided.

5.1.4 Reuse

Proposals shall reuse existing OMG and other standard specifications in preference to defining new models to specify similar functionality.

5.1.5 Changes to existing specifications

Each proposal shall justify and fully specify any changes or extensions to existing OMG specifications necessitated by adopting that proposal. In general, OMG favors proposals that are upwards compatible with existing standards and that minimize changes and extensions to existing specifications.
5.1.6 Minimalism

Proposals shall factor out functionality that could be used in different contexts and specify their models, interfaces, etc. separately. Such minimalism fosters re-use and avoids functional duplication.

5.1.7 Independence

Proposals shall use or depend on other specifications only where it is actually necessary. While re-use of existing specifications to avoid duplication will be encouraged, proposals should avoid gratuitous use.

5.1.8 Compatibility

Proposals shall be compatible with and usable with existing specifications from OMG and other standards bodies, as appropriate. Separate specifications offering distinct functionality should be usable together where it makes sense to do so.
5.1.9 Implementation flexibility

Proposals shall preserve maximum implementation flexibility. Implementation descriptions should not be included and proposals shall not constrain implementations any more than is necessary to promote interoperability.

5.1.10 Encapsulation

Proposals shall allow independent implementations that are substitutable and interoperable. An implementation should be replaceable by an alternative implementation without requiring changes to any client.

5.1.11 Security

In order to demonstrate that the specification proposed in response to this RFP can be made secure in environments that require security, answers to the following questions shall be provided:
· What, if any, security-sensitive elements are introduced by the proposal?

· Which accesses to security-sensitive elements should be subject to security policy control?

· Does the proposed service or facility need to be security aware?

· What default policies (e.g., for authentication, audit, authorization, message protection etc.) should be applied to the security sensitive elements introduced by the proposal? Of what security considerations should the implementers of your proposal be aware? 

The OMG has adopted several specifications, which cover different aspects of security and provide useful resources in formulating responses. [SEC] [RAD].

5.1.12 Internationalization

Proposals shall specify the degree of internationalization support that they provide. The degrees of support are as follows: 
a)
Uncategorized: Internationalization has not been considered. 

b)
Specific to <region name>: The proposal supports the customs of the specified region only, and is not guaranteed to support the customs of any other region. Any fault or error caused by requesting the services outside of a context in which the customs of the specified region are being consistently followed is the responsibility of the requester.

c)
Specific to <multiple region names>: The proposal supports the customs of the specified regions only, and is not guaranteed to support the customs of any other regions. Any fault or error caused by requesting the services outside of a context in which the customs of at least one of the specified regions are being consistently followed is the responsibility of the requester.

d)
Explicitly not specific to <region(s) name>: The proposal does not support the customs of the specified region(s). Any fault or error caused by requesting the services in a context in which the customs of the specified region(s) are being followed is the responsibility of the requester.

5.2 Evaluation criteria

Although the OMG adopts model-based specifications and not implementations of those specifications, the technical viability of implementations will be taken into account during the evaluation process. The following criteria will be used:

5.2.1 Performance

Potential implementation trade-offs for performance will be considered. 

5.2.2 Portability

The ease of implementation on a variety of systems and software platforms will be considered.

5.2.3 Securability

The answer to questions in section 5.1.11 shall be taken into consideration to ascertain that an implementation of the proposal is securable in an environment requiring security.

5.2.4 Conformance: Inspectability and Testability

The adequacy of proposed specifications for the purposes of conformance inspection and testing will be considered. Specifications should provide sufficient constraints on interfaces and implementation characteristics to ensure that conformance can be unambiguously assessed through both manual inspection and automated testing.

5.2.5 Standardized Metadata

Where proposals incorporate metadata specifications, OMG standard XMI metadata [XMI] representations should be provided.

6 Specific Requirements on Proposals

6.1 Problem Statement

Distributed ledger technology systems, such as blockchains and directed acyclic graph-based solutions (e.g. [IOTA]) provide a means to post small discrete data structures to a data record structure that is propagated among participants in these distributed ledger technology ecosystems (hereafter referred to simply as ‘ecosystems’).
Arrangements are in place to ensure that the precise state of each such piece of data cannot be changed after it has been posted. This provides for a data structure which is both distributed and immutable. The arrangements by which immutability is ensured vary and include proofs of work (where some complex problem is solved by a computer) or proofs of stake, where participants carry out some additional work for the benefit of the ecosystem. 
Typically, such data structures have included increments and decrements of monetary amounts, denominated in some cryptocurrency that is associated with that DLT. These increments and decrements are associated with a specific user account, typically anonymous and identified in terms of some randomly generated data structure (this is called for example an ‘address’, in the case of IOTA). These kinds of information structure do not require any further context to be of use. These are typically called ‘value transactions’.

Other kinds of information may also be posted to a DLT, which do not involve any exchange of value in cryptocurrency units. These are called non-value transactions. The nature of such data is limited only by the imagination of those designing applications to take advantage of this class of application in their provision of distributed immutable data. In principle, any kind of data that may be written to a conventional database, may be written to a distributed immutable data structure such as a blockchain or DLT DAG (Tangle etc.). 
However, for many realistic real-world applications any piece of information posted to a DLT ledger in this way must have some way in which it may be related to other such data, within the broader context of some business workflow. 

The OMG’s Finance Domain Task Force carried out a proof of concept exercise on such a scenario [FDTF POC] based on a typical financial derivative product. The conclusion of this activity was that it should be possible to post transactions within which is information relating them to other such transactions. In this work, the recommendation was for information records (non-value transactions) to take the form of RDF graph fragments. This RFP seeks alternative solutions to the challenge of maintaining context for transactions (messages) in a distributed ledger based solution. 
Note that here the term ‘transaction’ is used in the same sense as in the posting of information into accounting general ledgers. This should not be conflated with the notion of a transaction in the business sense, in which two or more parties exchange things of value or the commitments to deliver things of value. 

Another approach to this problem (in place of posting RDF graph material) is exemplified by a de facto standard from the IOTA Foundation called ‘Streams’ (formerly Masked Authenticated Message or MAM). This provides for the linking of transactions (data records) that are leaner than RDF graphs and that may also be encrypted. The IOTA Streams specification thereby allows for the linking of separate pieces of information posted to the IOTA ledger (called the Tangle), where these may be encrypted in various combinations, as well as being linked in various combinations. The IOTA Streams framework deals with the ways in which messages are linked and encrypted in a range of different ways (a message being implemented in the form of a ledger transaction or in some implementations as a linked series of ledger transactions). 
The IOTA Streams framework is also defined in such a way that while the corresponding Channel application runs on the IOTA Tangle, this is not a pre-requisite for the Streams framework itself. Likewise this RFP seeks proposals that define support for linking and encryption of messages without these being dependent on any specific DLT protocol, or that even rely on the features of DLT at all. 

Other applications of this nature may also be considered, for example the Freighter application from [SKALY]. Freighter provides the same kind of linkages among messages but does not depend on these having been sent in the same order in order to achieve this. 
The problem can be stated in terms of two complementary aspects of linked messaging: the linking of DLT transactions to form chains of messages, and the potential encryption of messages or collections of messages in various combinations of encryption and decryption capabilities. 
Further, there may be a range of ways in which the linkages among messages in streams are maintained, such that for example messages may or may not need to be submitted in the same sequence as that in which they are connected. 
6.1.1 Example of Conformant Solutions

An example of a conformant application is the IOTA Streams Framework and the related ‘Channels’ application from the IOTA Foundation. This is described in the sections that follow, by way of illustration of a typical application of linked encrypted transaction streams and the implied or de facto standard that this application follows. 
A further conformant application is exemplified by the Freighter application from [SKALY], which achieves the same overall result while following a different implementation path. In considering a response to this RFP, the Freigter implementation may be considered as meting the same conformance points in different ways, of the response may include detailed descriptions and corresponding conformance profiles such that IOTA Streams and SKALY Freighter may conform to different profiles.  
6.1.1.1 Overview

The Channels Application is a protocol for secure off-line messaging implemented with the Streams framework using the Tangle as the transportation layer. Custom Channels applications can be developed using the Streams framework for different unique use cases.

This protocol has the following features:

· Maintains Streams state through an internal link store mechanism 

· Numerous predefined message types (i.e. Signed Packets, Keyloads, etc.)

· Decentralised transportation and storage through the usage of the Tangle

· Provides message types for managing cryptographic access control to branches of data

· Uses a pub/sub model with key sharing for access management. 

NOTE: Granular access control is managed at the application layer and can include other frameworks such as IOTA Access for fully embedded Access control and policy management
The IOTA Streams application defines the following concepts:

Publishers: Publishers can send non-encrypted, open data in a stream for anyone to see. They can also restrict access to the data or make it private using public key encryption. 

Subscribers: Subscribers can subscribe to different streams and navigate to information on the Tangle using their digital identity. They may also contribute data to a stream using various types of cross-referencing messages. 

Streams: All branches of a Stream reference a common root branch and state associated with a particular Publisher, guaranteeing message authenticity. 

The data in the streams is secured using an immutable distributed ledger, the IOTA Tangle. 

6.1.1.2 Message Types

The Channels Application protocol uses several custom message types to provide utility and customizability for implementing various applications on top. These message types are as follows:

ANNOUNCEMENT - Message generated by Author that creates channel and designates Root Address and Message ID.

KEYLOAD - Message generated by Publisher that contains a list of public keys of each permissioned Subscriber in the channel, along with the randomly generated key for chaining. This is also used in creating branches.

SIGNED_PACKET - Message from a Publisher signed using the Publisher’s private key that is appended to a channel message chain.

TAGGED_PACKET - Unsigned message from either Publisher or Subscriber that is appended to a channel message chain.
SUBSCRIBE - Message from Subscriber indicating a subscription to a channel.

UNSUBSCRIBE - Message from Subscriber indicated an unsubscription to a channel.

SEQUENCE - Special message type used as a reference pointer for other messages in a multi branch implementation. Contains the essence necessary to derive the referenced message’s identification marker for retrieval.
6.1.1.3 Sequencing

There are many shapes a Channel can take. Depending on which approach is used, one of two sequencing protocols are used for ordering messages. In a single branch implementation, all participants post messages to a single branch in a sequential ordering. Each message in the branch will increase the sequence number for the next message regardless of which publisher sends it. All participants in the channel should operate from the same sequence state.   
In order to navigate complex message graphs, each publisher publishes sequencing messages into a certain chain within a sequencing branch. These Sequence messages hold reference information pertaining to the linked messages location in the tree. 
Channel participants keep a mapping of publisher identities and sequence states. Participants will search for these sequence messages iteratively to indicate the presence of a new message from a known publisher, and fetch that referenced message.
6.1.1.4 Message Topologies
A Channel Application can assume many shapes under three categories: Chain, Tree and Random.
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Figure 1: Possible Message Topologies in IOTA Streams

6.1.1.5 Detailed Implementation
The IOTA Streams protocol introduces cryptographic primitives and a data description language allowing users to specify and implement cryptographic protocols. 

An earlier implementation of the IOTA Streams Channel application introduced a further challenge for applications. The application uses the Winternitz One-time Signature (WOTS) signature protocol, which allows only a limited number of uses. The application therefore needed to make arrangements for a channel to continue beyond the use of one WOTS signature, effectively chaining together sets of messages with different WOTS signatures. Proposals that make use of encryption protocols with this kind of limitation will therefore need to describe how a conformant application maintains streams of messages beyond the limitations imposed by a specific protocol. 
The current implementation of IOTA Streams describes a number of potential encryption arrangements and it is expected that a response to this RFP would describe how the use of different encryption methods, algorithms or arrangements may be supported either in terms of the options available to the conformant application or of the options available to the end user of a given conformant application. 
6.1.1.6 Keyload Messages – Channel Implementation

The IOTA Streams application uses a ‘Keyload’ message to distribute encryption keys for individual streams of signed messages. This message enables the selected subscribers to decrypt messages in that stream. These keyload messages may enable decryption by one or more subscribers. 

Effectively the Keyload message marks the beginning of a ‘channel’ or stream of linked messages. The Keyload message is itself a transaction or message posted to the Tangle, IOTA’s distribued immutable data object (equivalent to a Blockchain). This is an implementation detail and would not form part of a specification submitted in response to this RFP. 
6.1.1.7 Extension: Semantic Enrichment of Inter-Transaction Relationships
In addition to a wide range of message and encryption topologies and methods of encryption, some further research and development within the broader IOTA community has thrown up some interesting examples of how the IOTA Streams de facto standard may be extended to serve more complex business requirements. For example, one such proof of concept shows how individual DLT transactions posted at a given time may have a range of different relationships to existing DLT transactions posted at an earlier time, for example so that the information in such a transaction may be understood to supersede the information in the earlier DLT transaction, without changing the fact that both transactions for part of the overall non-repudiable distributed data structure. 

This illustrates a fourth feature of submissions sought in this RFP: Semantic enrichment of inter-transaction relationships

This further level of functionality is included in this RFP as an optional further set of conformance points that may be included in proposals. By way of an example of this, the diagram given in Figure 2 shows a set of linked messages for which there are further semantics to the relationships by which they are linked. This is derived from a Proof of Concept carried out within the IOTA community [Extended MAM PoC].
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Figure 2: Proof of Concept Illustration for Extended MAM Application
Scope of Proposals Sought

The scope of proposals sought in this RFP covers the provision of user messaging or information exchange, with a range of features covering message encryption, linking of messages into streams, message metadata and other features such that any one message may be linked to other messages or to an overall context (such as workflow process) for the overall message stream. It also covers features such as branching and chaining of messages or sets of messages.

The matter to be covered by proposals relates to information that may be included within DLT transactions that enable them to be related to other DLT transactions. Under a strict separation of concerns this does not include matter relating to how those DLT transactions are posted, and does not include anything about the business payload of those messages. For example, in some DLT architectures (such as earlier implementations of the IOTA Protocol), transaction posted to the ‘Tangle’ (the IOTA equivalent of a blockchain) are typically posted in ‘bundles’ of two or more discrete data structures; the relationships between these bundles is a matter for the underlying DLT protocol (in this case the Tangle protocol – see ‘Related non-OMG Activities, Documents and Standards’ in Section 6.4) and shall not be included in the topic of proposals submitted against this RFP. 
In addition to not being dependent on any specific DLT implementation, proposals shall be able to specify applications that do not explicitly depend on distributed ledger technology at all. 

6.1.2 Matters Not in Scope

This RFP considers the DLT ecosystems in terms of ‘layers’ (comparable to the OSI 7-layer model for communication protocols, though not a direct reflection of that). Specifically, this RFP regards the ‘Blockchain’, or Tangle or other Distributed Immutable Data Object, as one layer, which is outside the scope of this RFP, and a separate messaging capability which may sit on top of that, at a different abstraction layer, which is what is covered by this RFP. 

The scope of proposals sought in this RFP does not cover any features of, or changes to, the arrangements by which any given DLT ecosystem manages the provision of distributed immutable data objects (Blockchains, or graph-based solutions such as the Tangle or Hashgraph). Rather, this RFP anticipates solutions in which the linked, encrypted streams of messages defined in the submissions that are sought, are able to operate at a separate layer of abstraction, such that the exchange of such messages may be standardized and the resulting messages then become potential payload for posting to some Blockchain, DAG or other immutable and distributed data object, or to some oracle or other data storage in a DLT system with posting of hashes of that information to the Block or DAG (the DIDO). 

The behaviour of a node in a DLT is not in the scope of this RFP.
The ways in which information is posted to a non-repudiable, distributed data object are not included in this RFP.
6.2 Relationship to other OMG Specifications and activities

6.2.1 Relationship to OMG specifications
The main relevant specifications are as listed below. Please refer to the References appendices for formal version, document references and URI links for these specifications. General references such as [UML] are given in Appendix B while references specific to this RFP are given in Appendix A.
[DDS] Data Distribution Service: This specification defines a range of ways in which data is shared and consumed. The response to this LETS RFP shall make maximum use of the [DDS] specification where applicable. In particular:
It is expected that the LETS RFP response will describe the different message topologies with reference to the applicable arrangements described in the [DDS] specification.

It is expected that the LETS RFP response will describe the different ways in which messages may be published, accessed or consumed by end users of a conformant application with reference to the applicable arrangements described in the [DDS] specification.

It is expected that the LETS RFP response will describe any interactions with and dependencies on lower-level protocols for posting message content to any underlying DLT or other transport layer with reference to the applicable arrangements described in the DDS specification, including any prescription of Quality of Service (QoS) parameters  that are to be imposed upon that layer.

[UML] Unified Modelling Language: 
It is expected that the LETS RFP response will describe any applicable feature of the conformant application using one or more of the formats provided in the Unified Modelling Language [UML]. These include but are not limited to the [UML] Class Model notation. 

In particular, consideration should be given to the potential use of sequence diagrams, state machines, and timing diagrams, among others. It should not be the case that some part of the LETS RFP response describes in its own localized or internal format, some matter that could as easily and as completely be described using [UML]. Consideration should also be given to the use of the extension mechanisms provided in the UML specification, where these provide for more extensive and / or more specific descriptions of matter that is to be documented in the LETS RFP response specification. 
[IDL] Interface Definition Language

It is expected that the LETS RFP response will describe any data types and interfaces with reference to the [IDL] specification.

NOTE: This should reference the version of [IDL]specified in Appendix A and not that described in Appendix B. 

6.2.2 Relationship to other OMG Documents and work in progress
None known.
6.3 Related non-OMG Activities, Documents and Standards

6.3.1 The IOTA Protocol

The IOTA Foundation has a number of de facto standards, some of which may in due course become OMG submissions but are not currently in progress at the OMG. These include the IOTA Protocol specification. A current version of the IOTA Protocol is in production at present in the IOTA ecosystem. This will be deprecated in due course in favour of a ‘Coordicide’ version, that is a version in which the presence of a ‘Coordinator’ node is no longer required. That later version, identified as IOTA 2.0, will be submitted as an OMG Specification through the RFC process. 

The current IOTA Protocol de facto standard, and the anticipated IOTA Protocol RFC include support for ‘Second Layer’ protocols, as an optional conformance point or points. Node software conformant to these specifications will need to expose and provide the services, methods etc. needed to support messaging that is in conformance to the Specification(s) that are sought as responses to this RFP. 
[IOTA Protocol]

The specification(s) sought as responses to this RFP should be agnostic as to whether a conformant application is dependent on the current IOTA Protocol de facto standard or any future IOTA Protocol RFC. 
For this reason, the response to this RFP shall NOT include, make reference to or have any dependency on the [IOTA Protocol]. 

This remains the case even if individual applications conformant to the specification submitted in response to this RFP are also dependent on one or another version of the IOTA Protocol, as well if these operate on different DLT infrastructure altogether, or do not operate on DLT at all. 

6.3.2 Digital and Self-sovereign Identity

Given the nature of the interactions described in this RFP, it is likely that submissions may also need to make reference to the ways in which participants in a given stream or set of streams are identified to one another. Where this is the case, submissions are expected to make reference to existing standards relating to digital identity, in particular the [DID] and if applicable the [VC] standards from the W3C. Submissions shall not reinvent or redefine material that is already covered in these and other comparable specifications. In addition the IOTA Foundation maintains a specification for access control which, while not at the status of a formal international standard, shall be referenced where applicable but only to the extent that it covers matters not already covered in the previously mentioned W3C standards. 
[DID] Decentralized Identifiers
It is expected that the LETS RFP response will describe any arrangements needed or provided for identification of transaction stream participants with reference to the applicable arrangements described in the W3C [DID] specification.

[VC] Verifiable Credentials
If applicable, it is expected that the LETS RFP response will describe any arrangements needed for the verification of credentials for transaction stream participants with reference to the applicable arrangements described in the W3C [VC] specification.

[Access]

If applicable and only to the extent that material is not already covered by [DID], [VC] or other published standards listed in this RFP, it is expected that the LETS RFP response will describe any arrangements needed for the verification of access rights to any application features or devices by transaction stream participants, with reference to the applicable arrangements described in the most recent production-level version of the IOTA [Access] specification. In the event that a version of [Access] has been submitted to, is in the process of review by or has been published in its final form as an OMG specification, the most recent such version of the [Access] specification shall be referred to. 
6.4 Mandatory Requirements

Solutions that conform to the specifications to be submitted as responses to this RFP will have a means to define relationships between distinct transactions that are posted to a distributed ledger system, and a means to manage encryption and decryption of such messages. 

These requirements are described in this section in terms of two distinct topologies: 

· Message topologies

· Encryption topologies

Messages may be digitally signed by their authors, and signed messages may be made available to anyone (‘public’) or may be encrypted such that only individuals in possession of the appropriate decryption key may read them. 

It should be possible for conformant applications to make use of a range of applicable algorithms for digital signature and for encryption and decryption, and responses to this RFP shall therefore define conformance profiles that allow for conformant applications to use a range of protocols both for signature and for encryption.

This defines a third feature of submissions sought in this RFP: 

· Encryption and signature algorithm selections

6.4.1 Requirements Overview

Proposals shall provide means for standardization of the way in which transactions posted to a distributed ledger make reference to other transactions posted to that distributed ledger such that these messages have relationships defined between them, without reference to the underlying mechanisms by which those transactions are posted to a distributed data structure. 
Proposals shall stipulate that any arrangements mandated for conformant applications make no reference to or use of features of the underlying distributed ledger system; that is, proposals shall reflect a separation of concerns between matters relating to the DLT itself (including how transactions are posted to that DLT), matters pertaining to the proposed specification and matters pertaining to business payloads. 

As a result of the above requirement, proposals shall describe a specification that may be implemented for any distributed ledger technology as well as non-DLT environments. Proposals shall not include features that are unique to or specific to any particular DLT ecosystem. Conformant applications may themselves be limited to specific DLTs or classes of DLT and submissions shall allow for this in terms of conformance profiles.
In the case that proposals specify an application that may only run on a specific class of DLT ecosystems (e.g. permissioned-only or non-permissioned-only, ternary or binary based, graph or blockchain passed, DLTs that use only mining or DLTs that use only gossip protocols), then a clear rationale for this limitation shall be provided and the submission will be assessed on this basis.

Note that data structures that are described as ‘transactions’ in the context of their being posted to an immutable distributed data structure (such as a blockchain or DAG / Tangle), perform the role of ‘messages’ in the context of the linked encrypted transaction streams described in this RFP. 

Proposals shall provide means for the user signature of messages within linked streams of messages. 

Proposals shall provide means for the user encryption of messages within linked streams of messages or within parts of those streams, and of streams or parts of streams. 

The methods of encryption of messages shall include a range of ways in which the content of messages may be made obscure and made clear, to different combinations of parties. For example, a message or message stream may be encrypted by one party for decryption by other parties selected by them, or to defined groups of parties. Different combinations by which messages, streams of messages or parts of streams shall be provided as separate sets of conformance points, grouped as appropriate into conformance profiles. 

6.4.2 Specification Formalism
Proposals shall specify the requirements for conformant applications in a suitable, unambiguous formalism. 

6.4.2.1 Mathematical Formalisms

Where features of a conformant application can only be described in formal mathematics, these descriptions shall be included in proposals using established mathematical notations. Mathematical terms or concepts that may not be familiar to readers outside the field shall be explained in a clause setting out terms and definitions. 

6.4.2.2 Use of Unified Modeling Language

Proposals shall use the Unified Modeling Language [UML] where applicable. Message exchanges and interactions shall be described using the Sequence Diagram notation of the UML standard. Features of the submission that cannot be represented using this or other UML notations shall be described as clearly as possible using both graphics and wording. 
6.4.2.3 Use of Ontology Formalisms

To the extent that submissions merit an ontological representation of features of a conformant solution or of features of DLT ecosystems with which these are to interact, these are to be modelled using an ontology formalism such as the Web Ontology Language [OWL] and / or formal logics including Description Logic [DL], Common Logic [CL] or as defined in the OMG [DOL] specification. These shall be represented graphically using a suitable graphical formalism such as the Ontology Definition Metamodel [ODM] standard. 

As an alternative, UML Class Diagram notation may be used but this should make clear use of stereotypes either to represent ontological classes or to represent specific kinds of construct, except in the case where classes of object oriented code are being illustrated. 

6.4.2.4 Use of the Data Distribution Service Specification

Submissions shall make reference to the [DDS] specification where applicable. In particular, any arrangement by which messages are linked, connected and consumed are to be described with reference to the applicable clauses or sub-clauses within the [DDS] specification. 
In particular, arrangements whereby a combination of message structure and encryption give rise to the notion of ‘channels’ or streams of message available only to selected subscribers, are to be described using the terminology and formalism given in the [DDS] specification. 
6.4.3 Digital Signature Arrangements

Digital signature of messages shall be supported by conformant applications. 
Where digital signature arrangements provide for only a limited number of uses (for example Winternitz one-time signatures, [WOTS]), submissions shall include arrangements by which streams of messages containing larger numbers of messages may be connected. 

6.4.3.1 Merkle Tree Usage
In some potential applications, the root of a given series of linked message is based on a hash that is itself derived from multiple sources. This takes the form of a Merkle Tree (figure 3). 
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Figure 3: Merkle Tree

A Merkle tree-based signature scheme may be used to sign the cipher digest of an encrypted message. The root of this Merkle tree is used as the ID of the channel.

Since in this kind of implementation a single tree only lasts for a short period of time, each message contains the root of the next Merkle tree (or the future direction of the channel). 

Since previous trees are not referenced, this might be used to add an element of forward secrecy to a channel.

6.4.4 Encryption Arrangements

Encryption of information content (linked encrypted messages, posted as DLT transactions) takes place at the level of the linked encrypted transaction streams application and is not the same as or related to any use of cryptography in the underlying DLT architecture. 

Where encryption arrangements provide for only a limited number of uses, submissions shall include arrangements by which streams of messages containing larger numbers of messages may be connected. 

6.4.5 Message Topologies

6.4.5.1 Simple Message Topology
The simplest topology combines individual DLT transactions (blocks of data posted to the DLT), each of which is identified in this context as a ‘message’ and is linked to one or more other such messages in a chain or other (branched or combined) structure. 
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Figure 4: Simple Message Topology
Submissions shall support both digitally signed and unsigned messages. 
Messages may or may not be signed by the originator. 
Where messages are signed by the originator, subsequent messages in a stream shall carry a signature of the originator of the stream, or some means of determining the validity of that signature.

Messages may be encrypted such that only selected participants in the ecosystem may decrypt them. 

It shall be possible for later messages in a stream or encrypted messages to be decrypted by selected participants without their having been able to decrypt earlier messages, provided that the originator of the message stream has authorized them to do so. 

6.4.5.2 Branched Message Topologies

Streams of messages in a branching structure, such that for specific messages in the stream, more than one message may be attached to that message. 
Messages may be signed by the originator. Subsequent messages in a stream shall carry a signature of the originator of the stream.

Messages may be encrypted such that only selected participants in the ecosystem may decrypt them. 

Individual branches of Messages may be encrypted such that only selected participants in the ecosystem may decrypt the messages in that branch. 

It shall be possible for messages in a branch of encrypted messages to be decrypted by selected participants without their having been able to decrypt earlier messages, provided that the originator of the message stream has authorized them to do so. 

It shall be possible for later messages in a stream that forms part of a branch of encrypted messages to be decrypted by selected participants without their having been able to decrypt earlier messages in that branch, provided that the originator of the message stream has authorized them to do so. 
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Figure 5: Branched Message Topology
6.4.5.3 Parallel Message Topology
This topology defines sets of messages that are not linked in a stream. These messages are linked to a feature whereby they are encrypted by the originator and may be decrypted by selected participants (called ‘keyload’ in the reference IOTA Streams application). 
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Figure 6: Parallel Message Topology
6.4.5.4 Combined Message Topologies

By implication, different combinations of serial and parallel message relationships may be deployed by a conformant application. 

These combinations, in conjunction with the different combinations by which each stream or part of a stream may be encrypted, provide for the full range of publication and subscription arrangements supported by a conformant application. 
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Figure 7: Combined Message Topologies

6.4.5.5 Channel Message Topology
Requirement: Restricted originators need only sign few packets in a stream or branch. This allows originators to conserve encryption keys. Random access to a packet is linear in the number of previously linked packets.

This introduces a kind of message in which this functionality is made available (called ‘Packet’ in the example IOTA Streams application). 

In this message topology the next message of this kind is linked to the previous message of this kind. The Subscriber need only maintain two instances of a particular part of the encryption arrangements, one current and one linked, in order to wrap and unwrap these messages. All previous tagged messages of this kind shall become implicitly authenticated after publishing a signed message of this kind. 
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Figure 8: Topology of a ‘Channel’ 

6.4.6 Encryption Topologies
By ‘encryption topology’, this document refers to the combinations of ways in which different messages, collections of messages, message chains, parts of message chains etc. (as applicable under the different message topologies) may be encrypted and decrypted by different combinations of participants in the business activities supported by the conformant application. This term also covers things like the use of public / private key pairs versus other encryption arrangements. 
The following encryption topologies illustrate the minimum set of ways in which different combinations of encryption and decryption may be defined in proposals. Note that while proposals are expected to describe each of these topologies, these are to be specified by a number of conformance profiles such that conformant applications may assert conformance some or all of these conformance points. 

Different encryption topologies are intended to support the following modes of usage: 

· Create channels for broadcasting messages;

· Create channel endpoints for protecting messages during broadcasting;

· Protect messages in different ways, for example, turn on / off encryption / authentication;

· Split messages into parts, protect and transmit each part almost independently;

· Set message recipients and provide them with key material in different ways
Responses to this RFP shall define conformance points for the following encryption arrangements: 

· Public

· Private

· Restricted

· Forward Secrecy

· Branched encryption (Channel Splitting)
The arrangements for ‘Restricted’, ‘Forward Secrecy’ and ‘Branched’ encryption shall be included in submissions as optional conformance points for conformant applications.
6.4.6.1 Public Messages (no encryption)


Figure 9: Public Message Streams (no encryption)
Messages are not encrypted. They may be signed or unsigned. Any participant in the associated DLT ecosystem may read the content of these messages and discover their relationships. 
6.4.6.2 Encrypted Messages (Private)


Figure 10: Private Message Streams (with encryption)

Messages are private to the set of subscribers enabled by the originator of the message stream or channel. Effectively this gives rise to different channels for different sets of subscribers are shown below:
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Figure 11: Separate Channels Defined by Encryption Access by Users
6.4.6.3 Restricted Encryption
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Figure 12: Restricted encryption
Individual sets of messages are restricted to selected participants. Users accessing later messages may not have access to all earlier messages in the stream, but only those to which they have explicitly been granted access. 
6.4.6.4 Forward Secrecy
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Figure 13: Forward Secrecy encryption

In the Forward Secrecy mode of encryption, participants are granted access at a point in time and have access only to messages in the stream that are posted after they are granted access. 
6.4.6.5 Branched Encryption (Channel Splitting)
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Figure 14: Branched encryption

The ability to encrypt individual branches in a branched message topology. Each branch shall then be readable by selected participants. 
6.4.7 Combined Message and Encryption Topologies
The ability to combine messages in the ways described, in combination with the ability to encrypt messages in the different ways described and to turn encryption on and off for selected participants or groups of participants, gives rise to support for a wide range of publication and subscription topologies. Each potential way of creating and interacting with streams of linked messages posted to a distributed ledger shall be considered in submissions; further capabilities may be added, ideally as optional conformance points. 

The combination of message topologies and encryption arrangements, taken together, describe the publication of and subscription to individual messages, streams of messages and other combinations of messages. These potential combinations shall be described, to the extent possible, using the [DDS] specification and notation. 

Additional message topologies or encryption arrangements not covered here shall also be described with reference to the [DDS] specification to the extent possible. 

Further variations based on the nature, use or restrictions imposed by different signature  and / or encryption arrangements, shall also be allowed for in conformant applications. 
6.4.8 Conformance Profiles

6.4.8.1 Base level Protocol

Proposals shall define the base level profile by which content shall be provided within the content of messages such that these may be linked to other messages. 
6.4.8.2 Encryption Algorithm Implementations

A conformant application may support the encryption and decryption of messages or combinations of messages under one or more of a range of available encryption algorithms. Applications conformant to this conformance point are to support these different encryption algorithms and arrangements. 

This shall be included in the Proposal, but that Proposal shall make this an optional conformance point.
6.4.8.3 Provision of user-facing encryption selection
Proposals shall define the means by which different encryption methods are to be applied to the encryption of messages or message streams.

This shall be included in the Proposal, but that Proposal shall make this an optional conformance point.
6.4.8.4 Provision of encryption-based signing of messages

Proposals shall define the means by which different cryptography-based methods are to be applied to the digital signing of messages, message streams or parts of message streams.

This shall be included in the Proposal, but that Proposal shall make this an optional conformance point.

6.4.8.5 Support for chaining, branching etc. 

Proposals shall define a range of different transaction stream topologies. These shall all be described with reference to the [DDS] specification.
Note: Some suggested topologies are given in this RFP; proposals may identify further message topologies not identified in this RFP, as distinct conformance points. 

This shall be included in the Proposal, but that Proposal shall make this an optional conformance point or points.
6.5 Non-mandatory features
6.5.1 Non-Mandatory Conformance Profiles

Proposals may define the following additional conformance profiles:

6.5.1.1 Support for Different Signature Algorithms

Proposals may stipulate that the means for digital signature of messages shall include a range of different types of digital signature algorithm.

6.5.1.2 Support for Different Encryption Algorithms

Proposals may stipulate that the means for encryption of messages shall include a range of different types of encryption.
6.5.1.3 Additional Relationship Semantics. 

Proposals may define one or more conformance profiles for the provision of additional semantics in the relationships among DLT transactions that make up a message stream or other linked (and potentially encrypted) structure. 

That is, in place of simply defining that Message A is ‘linked to’ message B, or implicitly linked by some relationship in terms of time or causation, these additional conformance points would allow for the specification of relationships between messages that have more specific meanings. For example, Message A may be interpreted as being intended to supersede Message B. Each such relationship would have some defined semantics (meaning) and be distinguishable from relationships with different semantics. 

6.5.1.4 Support for turning encryption on and off. 

Proposals may additionally define ways in which messages may have encryption turned on and off. For example, in the middle of a stream or a branch of a stream, just as you can change the key, you can change whether or not there is a key.

6.5.1.5 Additional metadata for message identification and cross-linking / cross-reference

Proposals may define additional conformance points, if not covered in the base level protocol, by which the range of relationships between messages in streams or between parts of message streams, may be identified and linked.
6.5.1.6 Subscriber Identification

Proposals may define arrangements for the identification of subscribers to a transaction stream, to the extent that this may be relevant to that specification. For example, these may specify the use of self-sovereign identity (SSID) or conventional identification parameters (user name, password) as part of a conformant solution. Submissions may determine whether these shall be mandatory or optional conformance points on the part of the conformant application and shall indicate accordingly. 

6.5.1.7 Alternative Transmission Arrangements

The message topologies described in this RFP relate to how messages are connected to one another but do not presume as to how this is achieved. Proposals may include a range of alternatives, for example to support messages that may be transmitted in parallel or that do not depend on the order of receipt by a subscriber to determine the order in which they are to be understood as being connected.
6.5.2 Reference to OMG DDS Specifications

Submissions made in response to this RFP are strongly encouraged to make reference to the [DDS] specification where possible and to identify specific clauses or sub-clauses in that specification that apply to aspects of the submission. 
6.6 Issues to be discussed

In the exemplar application and de facto standard ‘IOTA Streams’, there was some indication that within the architecture described it might be possible for conformant applications to make use of different encryption algorithms, within the parameters described for the overall arrangements used. This may or may not be a feature of a third party library module used in IOTA Streams, implementing what is known as a ‘sponge’ function. 

For this RFP we would like Proposals to put forward for discussion the possibilities of allowing for selection of different encryption algorithms, either by application developers (for conformant applications) or by the end user of the conformant application. 

It is likely that the kinds of choices available to application developers or end users will themselves be constrained by the functions that each of these algorithms is intended to perform, as indicated by the multi-step process described in section 6.2.2.1. This being the case, any such discussion shall cover considerations around how to specify the parameters by which suitable alternative encryption algorithms may be selected. 

Alternatively, Proposals may include a brief account of why the question outlined above does not arise or is not applicable, or not desirable. 

These issues will be considered during submission evaluation. They should not be part of the proposed normative specification. Place your responses to these Issues in Section 0 of your submission. 
6.7 Evaluation Criteria

Listed in decreasing order of importance:

1. Effectiveness as a solution to the problem statement and scope defined in Sections 6.1 and 6.2, respectively.

2. Compatibility with existing OMG specifications.
Of these:
General: use of applicable OMG specifications that are applicable to subject matter described in the submitted specification, whether or not these are mentioned in this RFP, for example BPMN or SysML, along with the expected use of [UML] model formalisms. 

Specific: Use of the OMG specifications described in this RFP such as [DDS] and [IDL]. 

Other (non-OMG): We will also look for compatibility with applicable specifications from other standards bodies where these are applicable to the problem space covered by the proposed specification, for example digital identity.
3. Consideration of performance issues in terms of timing, latency and bandwidth.

4. Support of application portability and reusability.

5. Support for legacy systems.

6. Compatibility with existing products and technologies.

7. Effectiveness of responses to issues to be discussed.

8. Effectiveness of responses to non-mandatory features.
In addition, an example demonstrating at least one implementation of the LETS RFP response specification will help to provide clarity and understanding of that response.
6.8 Other information unique to this RFP

There is no other information unique to this RFP.
6.9 IPR Mode

Every OMG Member that makes any written Submission in response to this RFP shall provide the Non-Assertion Covenant found in Appendix A of the OMG IPR Policy [IPR].

6.10 RFP Timetable

The timetable for this RFP is given below. Note that the TF or its parent TC may, in certain circumstances, extend deadlines while the RFP is running, or may elect to have more than one Revised Submission step. The latest timetable can always be found at the OMG Work In Progress page at https://www.omg.org/schedules under the item identified by the name of this RFP.
	Event or Activity
	Date

	Letter of Intent (LOI) deadline
	14 January 2021

	Initial Submission deadline
	22 February 2021

	Voter registration closes
	15 March 2021

	Initial Submission presentations
	22 March 2021

	Revised Submission deadline
	17 May 2021

	Revised Submission presentations
	14 June 2021
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Glossary Specific to this RFP

Authentication
Definition: Demonstration of the right to use some product, service, feature, or facility.
Block
Definition: In the context of Distributed Ledger Technology (DLT), the data structure used in blockchains to group transactions. In addition to transactions, blocks include other elements such as the hash of the previous block and a timestamp.
Blockchain
Definition: A technology that allows large groups of people and organizations to reach agreement on and permanently record information without a central authority, generally taking the form of a shared, peer-to-peer database, including a means for nodes on the network to communicate directly with each other, having a mechanism for nodes on the network to propose the addition of information to the database, usually in the form of some transaction, and a consensus mechanism by which the network can validate what is the agreed-upon version of the database.
Consensus Algorithm
Definition: Consensus algorithms ensure convergence towards a single, immutable version of the ledger. They allow actors on the network to agree on the content recorded on the blockchain, taking into consideration the fact that some actors can be faulty or malicious. This can be achieved by various means depending on the specific needs. The most famous consensus algorithms include proof-of-work, proof-of-stake, and proof-of-authority.
Cryptography
Definition: A method of protecting information and communications using codes, so that only those for whom the information is intended can read and process it. In computer science, cryptography refers to secure information and communication techniques derived from mathematical concepts and a set of rule-based calculations called algorithms, to transform messages in ways that are hard to decipher. These deterministic algorithms are used for cryptographic key generation, digital signing, verification to protect data privacy, web browsing on the internet, and confidential communications such as credit card transactions and email.
Digital Identity
Definition: Digital identity is not a single thing, but rather the sum-total of all the attributes that exist about us in the digital realm – a constantly growing and evolving collection of data points. In the specific context of the IOTA Streams exemplar application cited in this RFP, this term refers rather to the digital identification arrangements (identifiers) that are intended to represent the digital identity of some person, device or entity.
Digital Signature
Definition: A mathematical scheme for demonstrating the authenticity of a digital message.
Directed Acyclical Graph (DAG)
Definition: A graph consisting of nodes and edges, in which the edges are all directed and there are no paths through the graph that point back to a node on the graph that has already been visited. In the context of Distributed Ledger Technologies, the IOTA Tangle is an example of a DAG.

Distributed Ledger Technology (DLT)
Definition: A technology in which information is posted to data structures of which copies are propagated among participants and that are validated using some cryptographic method to ensure that no representation of that structure may differ from other such representations without this being detectable. Note that the word ‘Ledger’ as used here does not mean the same as it does in accounting or finance but refers to the provision of some data storage which may or may not be used for currency balance information.
Distributed Immutable Data Object (DIDO)
Definition: The term Distributed Immutable Data Objects (DIDO) refers to the underlying technologies supporting distributed data and computation across a distributed network of peers using consensus algorithms to maintain integrity and consistency across the network.
Hash
Definition: A hash is the result of a function that transforms data into a unique, fixed-length digest that cannot be reversed to produce the input. It can be viewed as the digital version of a fingerprint, for any type of data.
Node
Definition: A node is a computer running specific software which allows that computer to process and communicate pieces of information to other nodes. In blockchains, each node stores a copy of the ledger and information is relayed from peer node to peer node until transmitted to all nodes in the network.
Public Key Cryptography
Definition: A cryptographic system that uses pairs of keys: public keys, which may be disseminated widely, and private keys, which are known only to the owner. The generation of such keys depends on cryptographic algorithms based on mathematical problems to produce one-way functions. Effective security only requires keeping the private key private; the public key can be openly distributed without compromising security.
Seed
Definition: A seed is a secret password that is used to generate unique Addresses and signatures. 
Signature
Definition: In the context of DLT, signing a message or a transaction consists in encrypting data using a pair of asymmetric keys. Asymmetric cryptography allows someone to interchangeably use one key for encrypting and the other key for decrypting. Data is encrypted using the private key and can be decrypted by third-party actors using the public key to verify the message was sent by the holder of the private key. 
Tangle
Definition: The Tangle is the data structure that is formed by the connections among transactions in the distributed ledger on all IOTA nodes. This is a Directed Acyclical Graph.
Transaction
Definition: A transaction is an instruction that sends data or cryptocurrency tokens to an Address on a distributed ledger.
A2.1
Abbreviations

The following abbreviations are used throughout this RFP:
· DAG – Directed Acyclical Graph

· DIDO – Distributed Immutable Data Objects

· DLT – Distributed Ledger Technology
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B.2
General Glossary

Architecture Board (AB)  - The OMG plenary that is responsible for ensuring the technical merit and MDA-compliance of RFPs and their submissions.

Board of Directors (BoD) - The OMG body that is responsible for adopting technology.

Common Object Request Broker Architecture (CORBA) - An OMG distributed computing platform specification that is independent of implementation languages.

Common Warehouse Metamodel (CWM) - An OMG specification for data repository integration.

CORBA Component Model (CCM) - An OMG specification for an implementation language independent distributed component model.

Interface Definition Language (IDL) - An OMG and ISO standard language for specifying interfaces and associated data structures.

Letter of Intent (LOI) - A letter submitted to the OMG BoD’s Business Committee signed by an officer of an organization signifying its intent to respond to the RFP and confirming the organization’s willingness to comply with OMG’s terms and conditions, and commercial availability requirements.

Mapping - Specification of a mechanism for transforming the elements of a model conforming to a particular metamodel into elements of another model that conforms to another (possibly the same) metamodel. 

Metadata - Data that represents models.  For example, a UML model; a CORBA object model expressed in IDL; and a relational database schema expressed using CWM.

Metamodel  - A model of models.

Meta Object Facility (MOF) - An OMG standard, closely related to UML, that enables metadata management and language definition.

Model - A formal specification of the function, structure and/or behavior of an application or system.

Model Driven Architecture (MDA) - An approach to IT system specification that separates the specification of functionality from the specification of the implementation of that functionality on a specific technology platform.

Normative – Provisions to which an implementation shall conform to in order to claim compliance with the standard (as opposed to non-normative or informative material, included only to assist in understanding the standard).

Normative Reference – References to documents that contain provisions to which an implementation shall conform to in order to claim compliance with the standard.

Platform - A set of subsystems/technologies that provide a coherent set of functionality through interfaces and specified usage patterns that any subsystem that depends on the platform can use without concern for the details of how the functionality provided by the platform is implemented. 

Platform Independent Model (PIM) - A model of a subsystem that contains no information specific to the platform, or the technology that is used to realize it.  

Platform Specific Model (PSM) - A model of a subsystem that includes information about the specific technology that is used in the realization of it on a specific platform, and hence possibly contains elements that are specific to the platform.

Request for Information (RFI) - A general request to industry, academia, and any other interested parties to submit information about a particular technology area to one of the OMG's Technology Committee subgroups.

Request for Proposal (RFP) - A document requesting OMG members to submit proposals to an OMG Technology Committee.

Task Force (TF) - The OMG Technology Committee subgroup responsible for issuing a RFP and evaluating submission(s).

Technology Committee (TC) - The body responsible for recommending technologies for adoption to the BoD. There are two TCs in OMG – the Platform TC (PTC) focuses on IT and modeling infrastructure related standards; while the Domain TC (DTC) focuses on domain specific standards.

Unified Modeling Language (UML) - An OMG standard language for specifying the structure and behavior of systems.  The standard defines an abstract syntax and a graphical concrete syntax.

UML Profile - A standardized set of extensions and constraints that tailors UML to particular use.

XML Metadata Interchange (XMI) - An OMG standard that facilitates interchange of models via XML documents.
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