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1   Introduction

1.1 The Object Management Group (OMG)

The Object Management Group (OMG) is a software consortium with an international membership of vendors, developers, and end users. Established in 1989, its mission is to help computer users solve enterprise integration problems by supplying open, vendor-neutral portability, interoperability and reusability specifications based on Model Driven Architecture (MDA). MDA defines an approach to IT system specification that separates the specification of system functionality from the specification of the implementation of that functionality on a specific technology platform, and provides a set of guidelines for structuring specifications expressed as models. OMG has published many widely-used specifications such as Unified Modelling Language [UML], Business Process Model & Notation [BPMN], Meta-Object Facility [MOF], XML Metadata Interchange [XMI], Data Distribution Service [DDS] and CORBA [CORBA], to name but a few significant ones.
1.2 Blockchain PSIG
The mission of the Blockchain Platform Special Interest Group (PSIG) is to work with OMG domain and platform task forces, other relevant OMG SIGs, external entities and related industry groups to facilitate the submission and adoption of Distributed Ledger Technology (Blockchain) and related standards.
1.3 RFI Objectives

This RFI aims to gain a better understanding of the self-sovereign identity space. In particular, the Blockchain PSIG is exploring the potential for standards setting in the area of contextually constrained or ‘disposable’ self-sovereign identity arrangements, building on top of existing W3C standards for self-sovereign identity [DID] and verifiable credentials [VC]. The aim of this RFI is to determine whether new standards for this specific aspect of self-sovereign identity are necessary, desirable and timely, and are not already being developed elsewhere. We also aim to learn as much as we can about the overall problem space in order to fully understand the context of any standards the OMG proposes to develop and for which it issues requests for proposals (RFP). 
2   Information Being Requested

2.1 Summary of this RFI

The industry standard term of self-sovereign ID (SSID) describes a class of solution with which individuals are able to prove their identity in such a way that they do not need to share their own personal data in order to, for example, prove their eligibility for services or entitlements. SSIDs typically use some form of cryptography and generally depend on some trusted third party with whom the individual’s information is shared. 

A potential new development in this area is the notion of SSIDs that exist and are used within a specific limited time frame, known as ‘disposable’ SSIDs. Since that time frame would generally be the duration of some specific usage context, these can also be thought of as contextual. The term ‘ephemeral’ is also sometimes used for these, since the significant feature is not that they must necessarily expire at a specific time, but that they are expected to be short lived, being limited to their specific usage context, for example some specific part of a journey. 

This RFI seeks information relating to the potential use of this subset of SSIDs which are disposable or ephemeral. The kind of implementation being described in this RFI uses the W3C [DID] standard for self-sovereign identity, but in a contextualized way.

This Request for Information is for Disposable DIDs:

· Which are specific to a Context.
· Which are disposed of when the context no longer applies.
The RFI is also interested in a more-or-less ontological definition of ‘ecosystem’ or of a specific kind of ‘ecosystem’. We are interested in thoughts on these meanings of ecosystem: 

· Meaning 1: ecosystem as a set of people and organizations interacting to do something.
· Meaning 2: ecosystem as a set of software and hardware components that interact.
Questions to be addressed in responses:

1. How should context be created and exchanged?

2. What are the relevant taxonomies, vocabularies, or ontologies that bear on this subject?

3. Are there existing standards which cover all or a part of the crypto identity space? If so, what are they?
4. What are the additional privacy and regulatory concerns?

5. What are the scaling issues?

6. What if the time context changes? Does a user end up losing their contextual SSID before they want it to be? Under GDPR this should not happen because the context should be exactly what the user wants it to be. Whatever category of things is the context, it must correspond to the reasons the user wanted that disposable ID. 

7. How do quantum-resistant crypto algorithms affect developments in this space?

8. Comments on reusability of components in a modularized architecture. Would this be useful? Are there any existing relevant standards which cover all or part of this?
Please refer to the next section for more details and guidelines in addressing these questions.
2.2 Detail

The evolution of ID solutions has developed from one-to-one solutions, to centralized facilities like those offered by Facebook or Google, and finally to the model of self-sovereign identity (SSID) where the end user retains control over t heir data and over who gets to see it. A potential next stage would be a disposable self-sovereign identity (DSSID). 
Privacy concerns have similarly evolved, from bypassing the need for trust in second parties such as online providers or insurance providers to bypassing the need for a ‘trusted’ third party as needed for SSID arrangements. The ‘disposable’ SSID would allow an individual or entity to choose one ID per context and also to choose a different third party per context. 
One question to consider is whether disposable identity arrangements must also be usable in existing different ID ecosystems with credentials (Google etc.) as well as cryptographically enabled IDs (e.g. as described in the W3C [DID] standard). 
The W3C [DID] standard is peer to peer. It establishes a channel and identity between you and an organization that does not require your identifying information to be known to that party. It supports the provision of Verified Credentials (VC) governing what things you as a party can do, such as buying alcohol. The DID specification itself does not cover this (credentialling) criterion; it primarily defines a private channel between the parties.
This RFI requests information on potential arrangements that would comply with the W3C [DID] (SSID) standard while including verified credentials with decentralized information management. A system of this kind would offer a new means of supporting decentralized identity which does not depend on a specific third party. One potential benefit is that this may provide a better way to be GDPR compliant. However, there are privacy concerns including whether the issuing organization is entitled to data involved in the associated context: how the issuing organization could use that data; and how this works with GDPR. 
The term ‘Identification and Authentication’ (IA) is also used to describe the combination of functions whereby a person is able to identify themselves and in so doing, demonstrate their entitlement to some service or their legal ability to carry out some activity (such as driving a given class of vehicle). The term ‘authentication’ here covers the ability of the holder of some proof of their identity, to use some product, service or facility. This is also known as ‘credentialling’ and is covered in a related W3C standard for ‘Verified Credentials’ ([VC]).

One question to consider is whether it is possible have reusable components like a black box that people can pick from while, at the same time, encouraging people to actually use them? As an example, providing information on medical devices.  If we show a sort of black box for this functionality and then show the menu of things that may be in that black box in the terms outlined above, can a solution be designed from existing components with maybe another component designed for this particular application if it had not been needed previously? This may allow application modelers the ability to specify IA in a simple way.

Since Disposable SSIDs are based around a given usage context, any Disposable SSID facility should presumably need to explicitly define contexts. These would include the Who, What, When, Where, etc., of the usage as well as a time window, specifically when the context begins and ends so that the disposable self-sovereign identifier is discarded when that context no longer applies. 
Additionally, the usage context must cover parties. There is always a party associated with the Disposable SSID and a party they are interacting with. For a conventional DID there is typically one trusted third party through whom the DID persists. For a DSSID you can potentially choose any number of different third parties, each for different context specific DSSIDs.

3   Instructions for Responding to this RFI

3.1 Who May Respond

Responses from anyone in industry, government, or academia with practical knowledge of the questions asked in the section 2.1 summary or with general knowledge of self-sovereign identity are welcome. This topic is not limited to cryptographic (distributed ledger) ecosystems and neither are the scope of responses sought or the kinds of entity that may submit a response. Those may include:
· Individuals

· Standards organizations, for example:
· G31 SC / Aerospace Industry Assoc etc. would be v interested

· IATA

· SAE International (Society of Automotive Engineers)

· Organizations that develop solutions relative to forward looking standards (SAP, MS, Oracle, Dassault, RSA etc.)

· Government funded research organizations including:
· NIST, MITRE, DARPA etc. in the US
· similar entities in other jurisdictions; 

· Etc.

· Companies active in this space
· Companies in Other industries, for example:
· Retail / retail finance / insurance i.e. where members of the public interact

· eCommerce, 

· Web based communities 
· Privacy.com

· PayPal
· Travel (airlines etc.)

· Etc.

· DLT Ecosystems

· Blockchain based e.g. Ethereum, Hyperledger, CORDA

· Other (graph) based e.g. IOTA

· DID and SSID providers, issuers and third parties
When and if OMG issues a subsequent Request for Proposals (RFP) in this area, OMG members at the appropriate membership level will be eligible to respond with detailed specifications. OMG is an open membership organization. Any company, university or organization is welcome to join and participate. For information, consult https://www.omg.org/membership.

3.2 How to Respond

One electronic copy in machine-readable format should be sent to rfi‑responses@omg.org. Acceptable formats are ODF (ISO/IEC 26300), PDF (ISO 32000), ISO Latin-1 (ISO/IEC 8859-1) or MS Word .doc files. Please consult OMG before submitting documents in other machine-readable formats. One confirming paper copy of all documents should also be sent to the OMG postal address below on the front cover of this document.

Please clearly mark your response with the name and OMG document number of the RFI to which you are responding.

Responses to this RFI must be received at OMG no later than 5:00 PM US Eastern Time (typically 22:00 GMT) 31 March, 2021.

Other communication regarding this RFI should be sent to the contacts listed in paragraph 3.8.

3.3 RFI Response Contact

Companies responding to this RFI shall designate a single contact within that company for receipt of all subsequent information regarding this RFI and the forthcoming series of RFPs. The name of this contact will be made available to all OMG members.

3.4 Format of RFI Responses

The following outline is offered to assist in the development of your response. You should include:

· A cover letter – the cover letter should include a brief summary of your response, such as indicating to which areas you are responding and must also indicate if supporting documentation is included in your response.

· The response itself, covering any or all of the areas of information requested by this RFI.

· If required, a glossary that maps terminology used in your response to OMG standard terminology. (For example, see OMG specifications [CORBA, MOF, UML, XMI] and a description of OMG's Model Driven Architecture [MDA] for OMG's standard terminology.)

Although the OMG does not limit the size of responses, you are asked to consider that the OMG will rely upon volunteer resources with limited time availability to review these responses. In order to assure that your response receives the attention it deserves, you are asked to consider limiting the size of your response (not counting any supporting documentation) to approximately 25 pages. If you consider supporting documentation to be necessary, please indicate which portions of the supporting documentation are relevant to this RFI.

3.5 Distribution of RFI Responses

Copies of all documentation submitted in response to this RFI will be available to all OMG members for review purposes.

3.6 Copyrighted Material

According to OMG Policies and Procedures, proprietary and confidential material shall not be included in any response to the OMG. Any material received is treated as a public document. If copyrighted material is sent in response to this RFI then a statement waiving that copyright for use by the OMG is required and a limited waiver of copyright that allows OMG members to make up to twenty-five (25) copies for review purposes is required. Consult Appendix B for a template for this copyright waiver.

3.7 Reimbursement

The OMG will not reimburse submitters for any costs in conjunction with their responses to this RFI.

3.8 Questions Regarding this RFI

Any technical questions regarding this RFI should be sent to:

Robert Nehmer, nehmer@oakland.edu

Questions regarding the response process should be forwarded to the address on the cover of this document.

4   Response Review Process and Schedule

4.1 Review Process

OMG RFIs are issued with the intent to survey industry to obtain information that provides guidance, which will be used in the preparation of RFPs. The OMG membership, specifically the Blockchain PSIG, will review responses to this RFI. Based on those responses, the Blockchain PSIG will augment its roadmap and prepare one or more RFPs. 

4.2 Clarification

To fully comprehend the information contained within a response to this RFI, the reviewing group may seek further clarification on that response. This clarification may be requested in the form of brief verbal communication by telephone; written communication; electronic communication; or a presentation of the response to a meeting of the Blockchain PSIG. 

4.3 RFI Response Presentations and Demonstrations

RFI Respondents may be invited to present their response to the Blockchain PSIG. The purpose of this presentation would be to seek clarification of information contained within the response (as noted above); to further explore issues raised; or to further meet the goals of the RFI.

In addition, a technology demonstration to the Blockchain PSIG may prove useful to support the RFI response. If desired, please coordinate with the Contact cited in paragraph 3.8.

4.4 Schedule

The schedule for responding to this RFI is as follows. Please note that early responses are encouraged.

	RFI issued
	11 December 2020

	RFI responses due
	31 March 2021

	Review of RFI responses
	31 May 2021


Appendix A:  References and Glossary Specific to this RFI

A.1 References Specific to this RFI

[CORBA] Common Object Request Broker Architecture (CORBA), https://www.omg.org/spec/CORBA
[DID] Decentralized Identifiers (DIDs) v1.0, https://www.w3.org/TR/did-core/ 

[DIDO] Distributed Immutable Data Object (DIDO), V1.0 Discussion Paper, https://www.omg.org/hot-topics/distributed-immutable-data-object.htm 

[GDPR] Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance),  https://eur-lex.europa.eu/eli/reg/2016/679/oj 

[MDA] MDA Guide, Version 1.0.1, https://doc.omg.org/omg/2003-06-01
[MOF] Meta-Object Facility (MOF), https://www.omg.org/spec/MOF
[UML] Unified Modeling Language (UML), https://www.omg.org/spec/UML
[VC] Verifiable Credentials Data Model 1.0, https://www.w3.org/TR/vc-data-model 

[XMI] XML Metadata Interchange (XMI), https://www.omg.org/spec/XMI
A.2 Glossary Specific to this RFI

A2.1 Terms and Definitions

	Term
	Definition
	Synonym(s) or Abbreviation

	Authentication
	Demonstration of the right to use some product, service, feature, or facility.
	

	Block
	In the context of DLT, the data structure used in blockchains to group transactions. In addition to transactions, blocks include other elements such as the hash of the previous block and a timestamp.
	

	Blockchain
	A technology that allows large groups of people and organizations to reach agreement on and permanently record information without a central authority, generally taking the form of a shared, peer-to-peer database, including a means for nodes on the network to communicate directly with each other, having a mechanism for nodes on the network to propose the addition of information to the database, usually in the form of some transaction, and a consensus mechanism by which the network can validate what is the agreed-upon version of the database.
	

	Consensus Algorithm
	Consensus algorithms ensure convergence towards a single, immutable version of the ledger. They allow actors on the network to agree on the content recorded on the blockchain, taking into consideration the fact that some actors can be faulty or malicious. This can be achieved by various means depending on the specific needs. The most famous consensus algorithms include proof-of-work, proof-of-stake, and proof-of-authority.
	

	Credential
	A set of one or more claims about some subject (entity), made by an entity or authority that is able to assert such claims, transmitting documentary evidence of those claims to a holder (typically the subject of the claims).
	

	Cryptocurrency
	A digital asset designed to work as a medium of exchange wherein individual coin ownership records are stored in a ledger existing in a form of computerized database using strong cryptography to secure transaction records, to control the creation of additional coins, and to verify the transfer of coin ownership.
	Crypto Currency


	Cryptography / Cryptographic
	A method of protecting information and communications using codes, so that only those for whom the information is intended can read and process it. In computer science, cryptography refers to secure information and communication techniques derived from mathematical concepts and a set of rule-based calculations called algorithms, to transform messages in ways that are hard to decipher. These deterministic algorithms are used for cryptographic key generation, digital signing, verification to protect data privacy, web browsing on the internet, and confidential communications such as credit card transactions and email.
	

	Cryptographic Identity
	See ‘Identity Based Cryptography’
	

	Decentralized Identifier
	An identifier that identifies any subject (e.g., a person, organization, thing, data model, abstract entity, etc.) that the controller of the DID decides that it identifies. In contrast to typical, federated identifiers, DIDs have been designed so that they may be decoupled from centralized registries, identity providers, and certificate authorities.
	DID

	Digital Signature
	A mathematical scheme for demonstrating the authenticity of a digital message.
	

	Distributed Immutable Data Objects
	The term Distributed Immutable Data Objects (DIDO) refers to the underlying technologies supporting distributed data and computation across a distributed network of peers using consensus algorithms to maintain integrity and consistency across the network.
	DIDO

	Digital Identity
	Digital identity is not a single thing, but rather the sum-total of all the attributes that exist about us in the digital realm – a constantly growing and evolving collection of data points.
	

	Disposable Identity
	A self-sovereign identity that persists only for the duration of the specific context in which it is to be used and is then deleted or retired.
	Ephemeral Identity

Burner identity

	Distributed Ledger
	A collection of immutable data records of which multiple copies exist on different devices in a distributed ledger technology ecosystem.
	

	Distributed Ledger Technology
	Technology involving a digital system for recording the transaction of assets in which the transactions and their details are recorded in multiple places at the same time. Unlike traditional databases, distributed ledgers have no central data store or administration functionality. In a distributed ledger, each node processes and verifies every item, thereby generating a record of each item and creating a consensus on each item's veracity. A distributed ledger can be used to record static data, such as a registry, and dynamic data, i.e., transactions.
	

	Ecosystem
	In the context of distributed ledger technology (DLT), the set of computer devices (nodes), programs, developers and connected resources that participate in or contribute to a specific distributed ledger.
	

	Hash
	A hash is the result of a function that transforms data into a unique, fixed-length digest that cannot be reversed to produce the input. It can be viewed as the digital version of a fingerprint, for any type of data.
	

	Identity
	The sum-total of all the attributes that exist about some unique (identifiable) object, where the "object" may be a physical [countable] object, such as may be identified by some identifier. The identity of sovereign entities (people, organizations, legal persons) is of particular relevance in the context of self-sovereign identity, since the latter would not apply to inanimate objects.
	

	Identity Based Cryptography
	A type of public-key cryptography in which a publicly known string representing an individual or organization is used as a public key. The public string could include an email address, domain name, or a physical IP address.
	

	Identifier
	An identifier is a name that identifies (that is, labels the identity of) either a unique object or a unique class of objects, where the "object" or class may be an idea, physical [countable] object (or class thereof), or physical [noncountable] substance (or class thereof). An identifier may be a word, number, letter, symbol, or any combination of those.
	

	Node
	A node is a computer running specific software which allows that computer to process and communicate pieces of information to other nodes. In blockchains, each node stores a copy of the ledger and information is relayed from peer node to peer node until transmitted to all nodes in the network.
	

	Public Key Cryptography
	A cryptographic system that uses pairs of keys: public keys, which may be disseminated widely, and private keys, which are known only to the owner. The generation of such keys depends on cryptographic algorithms based on mathematical problems to produce one-way functions. Effective security only requires keeping the private key private; the public key can be openly distributed without compromising security.
	asymmetric cryptography

	Signature
	In the context of DLT, signing a message or a transaction consists in encrypting data using a pair of asymmetric keys. Asymmetric cryptography allows someone to interchangeably use one key for encrypting and the other key for decrypting. Data is encrypted using the private key and can be decrypted by third-party actors using the public key to verify the message was sent by the holder of the private key.
	

	Transaction
	Transactions are the most granular piece of information that can be shared among a blockchain network. They are generated by users and include information such as the value of the transfer, address of the receiver and data payload. Before sending a transaction to the network, a user signs its contents by using a cryptographic private key. By controlling the validity of signatures, nodes can figure out who is the sender of a transaction and ensure that the transaction content has not been manipulated while being transmitted over the network.
	Message

	Verifiable Credential
	A tamper-evident credential that has authorship that can be cryptographically verified. Verifiable credentials can be used to build verifiable presentations, which can also be cryptographically verified. The claims in a credential can be about different subjects.
	

	Self-sovereign Identity
	Self-sovereign identity (SSI) is a term used to describe the digital movement that recognizes an individual should own and control their identity without the intervention of administrative authorities.
	


A2.1 Acronyms and Abbreviations

	Acronym
	Stands for
	Reference

	DID
	Decentralized Identifiers (W3C standard)
	See References

	DIDO
	Distributed Immutable Data Objects
	See Terms and Definitions

	DLT
	Distributed Ledger Technology
	See Terms and Definitions

	GDPR
	General Data Protection Regulation
	See References

	IA
	Identification and Authentication
	See Terms and Definitions

	ID
	The abbreviation ID may refer to identity, identification (the process of identifying), or an identifier (that is, an instance of identification).
	See Terms and Definitions

	SSID
	Self-sovereign Identity
	See Terms and Definitions

	VC
	Verifiable Credential
	See Terms and Definitions


Appendix B:  Template for Copyright Waiver for RFI Responses

[Date]

Object Management Group, Inc
109 Highland Avenue
Needham, MA 02494
United States of America

Attn: RFI Response Desk

Fax: +1 781-444-0320

This letter constitutes a limited license to use certain materials copyrighted by the undersigned. We understand that the Object Management Group, Inc. (“OMG”) is a not-for-profit consortium that produces and maintains computer industry specifications for interoperable enterprise applications.

We understand that the Copyrighted Material identified below is being submitted to OMG as part of a response to the identified Request for Information (RFI), for use in connection with an OMG process that may result in the adoption of an OMG specification.

	Source of Copyrighted Material:
	

	Copyrighted Material to be submitted to OMG:
	

	Submitter(s):
	

	RFI Title & Doc No.
	


We hereby grant OMG the right to make an unlimited number of copies of the Copyrighted Material as part of the OMG adoption process. 

We hereby grant each OMG member the limited right to make up to twenty-five (25) copies of the Copyrighted Material for review purposes only as part of the OMG adoption process.

Regards,

OMG Request for Information (RFI)
Page 1 of 7
10 November 2020
OMG Request for Information (RFI)
Page 8 of 13
10 November 2020

