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User Scenario 4: Kubernetes

Return to User Experiences

Overview

This topic is a comprehensive performance evaluation of different Kubernetes CNI plugins for Edge-
Based and Containerized Publish/Subscribe applications. First we have preliminary of Kubernetes and
its Networking Model. Then I will use a real world example to illustrate the feasibility & challenges of
deploying containerized DDS application in a Kubernetes Cluster. We then did systematic experiments
to learn the DDS performance in such kind of deployments. Based on the observations we can get
some conclusions and insights.

Quick Kubernetes Overview

To fully understand the Kubernetes based service its always good practice to have a brief overview of
Kubernetes architecture. A Kubernetes Cluster is composed of a Control Plane/Master Node that leads
to at least one worker node. A Node of a Kubernetes Cluster could be a virtual machine or physical
machine. A Container is nothing but a process that isolates SIG group and namespace from other
processes running on the host. However Kubernetes builds another layer of encapsulation on top of
containers called a Pod, or a group of 1 or more containers. From the perspective of networking
namespace, each node in the Kubernetes Cluster has an individual seeder and any Pod running on the
node has a global unique IP. All containers in the Pod share the same network namespace.

Motivation for the Project

Benefits of Deploying DDS Applications In a Kubernetes Cluster

There are several benefits for deploying on Kubernetes such as:

The container enables lightweight encapsulation of functional modules, such as DDS'
publisher/subscriber capabilities
Offers resource isolation thereby allowing distributed applications and services to be easily
deployed and operated across heterogeneous platforms through sharing standardized container
images.
With Kubernetes, it is easy to deploy, update, scale, and self-heal distributed applications.

Kubernetes Networking Model

Since DDS is basically a networking application the Kubernetes network model is very much relavent
to DDS' performance when running in containers. Kubernetes network model supports plugable
container interfaces, but these plugins have to satisfy the following requirements:
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All containers must communicate with all other containers without Network Address
Translation(NAT)
All nodes must communicate with all containers (and vice-versa) without NAT
The IP that a container sees itself is the same IP that others see.

There are four types of Networking Schemas:

Container-to-Container Networking1.
Pod-to-Pod Networking2.
Pod-to-Service Networking3.
Internet-to-Service Networking4.

But we will only focus on Pod-to-Pod & Pod-to-Service Networking

Kubernetes Networking Approaches

In this project we studied three virtual network plugins including Flannel, WeaveNet, & Kube-Router.
The reason we selected them they are mainstream CNIs that support common multi-platform Edge-to-
Cloud deployment.

Host-Mode networking approach to have a base-line for understanding the overhead of virtual
network plugins. When using the host-mode networking approach containers share the same
network namespace as the host, so there is no network virtualization so applications can obtain
the best performance.

The problem is there may be many port conflicts or security issues because any container has a
chance to manipulate the network stack of other containers running on the same host, or containers
running on the same host may need the same port number.

Virtual Network plugins can be classified into two groups; Including Layer 2-(Data Link Layer???Needs
Check-9:44) and Layer 3-Network Layer implementations.

Flannel supports both of them with VXLAN & Host-GateWay Backends respectively. VXLAN
backend, a Layer-2 implementation, Flannel encapsulates packets with VXLAN header in Linux
Kernel using VXLAN tunneling technique. Host-GateWay, a Layer-3 implementation, uses peer
hosts as gateways, writing routing rules between source and target pods directly into the host's
IPtables.
WeaveNet utilizes VXLAN's tunneling technique as well but it enables this process with an open
vSwitch maintained by a WeaveNet Daemon process.
Kube-Router, another Layer-3 implementation, uses the iBGP to exchange routing and
reachability information when performing inter-subnet communication, while BGP is used
instead for cross-subnet networking.

Quantative Performance Evaluation

Multi-Platform Kubernetes Deployment



2026/06/03 22:36 3/3 Use Case 6: Kubernetes (K8s)

DDS Foundation Wiki - https://www.omgwiki.org/ddsf/

Why does the hybrid-architecture deployment?

Edge-to-Cloud continuum is a common deployment schema for managing large-scale IoT apps.
Kubernetes Master Node is much more resource-intensive than worker nodes due to extensive
cluster-wide operations, such as managing cluster state and processing user requests received
from its API Server
Deploying Kubernetes Master Node on resource-constraint edge devices may lead to un-
predictive response times especially in large-scale clusters.
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