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The Access Control Function prevents unauthorized interactions with an object. It includes both an
access control decision function and an access control enforcement function. Within the context of
Access Control, objects fulfill the roles of either target or initiator. The function requires access control
information about the target, the initiator and the interaction. The initiator requests an interaction with
the target from the access control function. The action control decision function decides whether access
is permitted or denied on the basis of the access control information and the decision is enforced by the
access control enforcement function.
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