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Address Resolution Protocol (ARP) Spoofing is one way to initiate man-in-the-middle attacks. The
attacker sends an Address Resolution Protocol (ARP) packet that spoofs the MAC address of another
device on the Local Area Network (LAN). Instead of the switching device sending traffic to the proper
Network Device, it sends the traffic to the device with the spoofed address that is impersonating the
proper device. If the impersonating device is the attacker's machine, the attacker receives all the traffic
from the switch that must have gone to another device. The result is that traffic from the switching
device is misdirected and cannot reach its proper destination.
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