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Information Technology (IT) Risk Management is a process done by IT managers to allow them to
balance economic and operational costs related to using protective measures to achieve nominal gains in
capability brought about by protecting the data and information systems that support an organization’s
operations.

As a general rule, risk is defined as the product of the likelihood of occurrence and the impact an even
could have. In IT, however, risk is defined as the product of the asset value, the system's vulnerability to
that risk and the threat it poses for the organization.

IT risks are managed according to the following steps:

Assessment: Each risk is discovered and assessed for severity1.
Mitigation: Countermeasures are put in place to reduce the impact of particular risks2.
Evaluation and Assessment: At the end of a project, the effectiveness of any countermeasures3.
(along with their cost-effectiveness) is evaluated. Based on the results, actions will be taken to
improve, change or keep up with the current plans.
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