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Abstract

EC 62541-2:2020 describes the OPC Unified Architecture (OPC UA) security model. It describes the
security threats of the physical, hardware, and software environments in which OPC UA is expected to
run. It describes how OPC UA relies upon other standards for security. It provides definition of common
security terms that are used in this and other parts of the OPC UA specification. It gives an overview of
the security features that are specified in other parts of the OPC UA specification. It references services,

mappings, and Profiles that are specified normatively in other parts of the OPC UA Specification. It

provides suggestions or best practice guidelines on implementing security. Any seeming ambiguity
between this part and one of the other normative parts does not remove or reduce the requirement
specified in the other normative part.

See also:

IEC 62541-001 OPC Unified Architecture - Part 1:
IEC 62541-003 OPC Unified Architecture - Part 3:
IEC 62541-004 OPC Unified Architecture - Part 4:
IEC 62541-005 OPC Unified Architecture - Part 5:
IEC 62541-006 OPC Unified Architecture - Part 6:
IEC 62541-007 OPC Unified Architecture - Part 7:
IEC 62541-008 OPC Unified Architecture - Part 8:
IEC 62541-009 OPC Unified Architecture - Part 9:

Overview and concepts
Address Space Model
Services

Information Model
Mappings

Profiles

Data Access

Alarms and Conditions

IEC 62541-010 OPC Unified Architecture - Part 10: Programs

IEC 62541-011 OPC Unified Architecture - Part 11: Historical Access

IEC 62541-012 OPC Unified Architecture - Part 12: Discovery and global
IEC 62541-013 OPC Unified Architecture - Part 13: Aggregates

IEC 62541-014 OPC Unified Architecture - Part 14: PubSub

DIDO Wiki - https://www.omgwiki.org/dido/


https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:start
https://webstore.iec.ch/publication/61110
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-1
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-3
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-4
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-5
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-6
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-7
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-8
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-9
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-10
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-11
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-12
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-13
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-14

Last
update:
2022/01/14
16:05

dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-2 https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-2

e |[EC 62541-100 OPC Unified Architecture - Part 100: Device Interface

From:
https://www.omgwiki.org/dido/ - DIDO Wiki

Permanent link:
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-2

Last update: 2022/01/14 16:05

https://www.omgwiki.org/dido/ Printed on 2022/05/24 00:32


https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-100
https://www.omgwiki.org/dido/
https://www.omgwiki.org/dido/doku.php?id=dido:public:ra:xapend:xapend.b_stds:tech:iec:62541-2

	IEC 62541-002 OPC Unified Architecture - Part 2: Security Model
	Abstract


