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3.1 Activities

Return to Theretical System
The following are a list of the activities associated with a theoretical DIDO Identityworkflow:

1. The PIl Secure Wallet is initiated by Nancy, she adds her passport number, photo ids, and credit
cards to the PPl Secure Wallet. She is free to add other information (tickets, medical records, in-
case-of-emergency contacts, etc.) that she deems important and potentially useful on her trip. All
the information is encrypted using her public/private key generated specifically for use in the PlI
Secure Wallet.

2. She receives back the public identifier of the PIl Secure Wallet that she initiated. The ID is available
as plain text, a Bar Code (Barcode), or a Quick Response Code (QR Code). She always can retrieve
this information in the future using the Biometric Authentication she added during the initialization
process. When she is satisfied, the PIl Secure Wallet is deployable to the DIDO of her choice (i.e.,
blockchain, DLT, DAG, etc.). The same PIl Wallet can be deployed to multiple DIDOs at the same
time. For example, the Cruise Ship Company is using a different DIDO than the airports, airlines,
and border control checkpoints. So, she opts to deploy the PIl Secure Wallet to all of the DIDOs.

3. Nancy arrives at the airport and must identify herself at the airport security checkpoint. Nancy
brings up her PIl Secure Wallet using her Biometric Authentication (face scan or fingerprint) or she
holds the phone up to the barcode or the QR Code at the checkpoint. The Codes are translated into
a standardized question that is presented to the Pl Secure Wallet on her phone. The phone then
provides the public code back to the checkpoint. The Airport Security can then ask specific
questions to the DIDO about Nancy. The questions can be standardized questions that are encoded
into QR Codes or Barcodes. The inquiries could also be made using audio or typed text. For audio or
text questions, a natural language processor analyzes the requests which are “refined” using an
Ontology and made into a question. For example,

o Is Nancy over 217

o Is Nancy a US Citizen?

o When does her ID expire?

o What is the country of origin for Nancy?

o |s the person standing in front of them, Nancy?

o What is her passport number?

o Airport security approves Nancy for entrance into the secure area of the airport

4. Nancy decides she wants to enable Biometric Authentication for her PIl Secure Wallet so she
submits facial scans and fingerprints to the Pll Secure Wallet. When she is satisfied, she can deploy
the new PIl Secure wallet to any or all of the DIDOs who can now use here Biometric Authentication
for identification.

o Then anyone on the DIDO can use her Biometric Authentication to verify that she belongs to
a particular wallet

o Nancy can use the Biometric Authentication to unlock her local Pll Secure Wallet.

o Does the person standing in from of the facial scanner match the one in the PIl Secure
Wallet?

o Does the person's fingerprints on the finger scanner match the one in the PIl Secure Wallet?

5. The agent that is making the inquiry about Nancy is provided an answer. The answers may be
either Y/N or that can be specific text reflecting Nancy's specific PII.
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o Is Nancy over 21?7 Y/N

Is Nancy a US Citizen? Y/N

When does her ID expire? YYYY/MM/DD

What is the country of origin for Nancy? USA

Is the person standing in front of them, Nancy? Y/N
What is her passport number? 111222333
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Figure 1: The theoretical workflow for Identity
Note: Figure 1 Nancy can have any number of PIISSC Smart Identities, each Identity can be for a
specific purpose such as:
e Documents such as passport and/or border patrol, hotels, travel
e Expenses such as shopping, restaurants, bistros, etc.
e Entertainment such as clubbing, sky diving, gambling, etc.
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6. Nancy decides to protect her information by defining rules about when and how questions
can be answered. For example:
o Nancy would like to have the PIl Secure Contract only last while she is on her vacation
o She only wants her passport numbers to be revealed to government representatives
o She only wants her Credit Card number to be available to retailers
o She never wants her biometrics to be released
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