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Introduction

The XTS-AES algorithm is a mode of operation of the Advanced Encryption Standard (AES) 1) algorithm.
The Security in Storage Working Group (SISWG) of the P1619 Task Group of the Institute of Electrical and
Electronics Engineers, Inc (IEEE) developed and specified XTS-AES in IEEE Std. 1619-2007 2) . This
Recommendation approves the XTS-AES mode as specified in that standard, subject to one additional
requirement on the lengths of the data units, which is discussed in Section 4 below.

The XTS-AES mode was designed for the cryptographic protection of data on storage devices that use of
fixed length “data units,” as defined in Ref. 3) . Note that other approved cryptographic algorithms
continue to be approved for such devices. The XTS-AES mode was not designed for other purposes, such
as the encryption of data in transit.

The XTS-AES mode is an instantiation of Rogaway’s XEX (XOR Encrypt XOR) tweakable block cipher 4),
supplemented with a method called “ciphertext stealing” to extend the domain of possible input data
strings. In particular, XEX can only encrypt sequences of complete blocks, i.e., any data string that is an
integer multiple of 128 bits; whereas for XTS-AES, the data string may also consist of one or more
complete blocks followed by a single, non-empty partial block. (The acronym XTS stands for the XEX
Tweakable Block Cipher with Ciphertext Stealing).

The specification of the ciphertext stealing method in Ref.5) includes an ordering convention for the final
complete block and partial block of the encrypted data string. A different convention, in which the order
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is swapped, may be desirable in some cases. The specification in Ref.6) provides flexibility in the physical
location of these elements, as long as interoperability is not compromised, as discussed in Section 5.

The XTS-AES mode provides confidentiality for the protected data. Authentication is not provided,
because the P1619 Task Group designed XTS-AES to provide encryption without data

expansion, so alternative cryptographic methods that incorporate an authentication tag are precluded. In
the absence of authentication or access control, XTS-AES provides more protection than the other
approved confidentiality-only modes against unauthorized manipulation of the encrypted data.

Annex D of Ref.7) discusses in detail the design choices for XTS, including the resistance to manipulation
of the encrypted data, and their ramifications for the incorporation of XTS-AES into an information
system. Prospective implementers of XTS-AES should consider this information carefully to ensure that
XTS-AES is an appropriate solution for a given threat model.
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